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Technical Handbook i-views 6.0 - 1. Knowledge-Builder

1. Knowledge-Builder

This technical handbook comprises all advanced configuration of the i-views Knowledge-Builder,
Admin-Tool, View Configuration Mapper and services as well. Basic fundamentals about how to use
the Knowledge-Builder are described in the UserOs Manual.

1.1. Global actions and settings

All actions and settings, which are independent from the Knowledge Graph context, are so-called
"global actions" or "global settings". They are available in the upper right corner of the Knowledge-

Builder as long as the start screen is visible or when an element in the organizer is chosen on the
left side of the Knowledge-Builder:

Global context menu

Global settings

E -ﬁ- E New window

¥ Global context menu: Provides actions for administrative purposes

¥ Global settings: Contains user-changeable settings or overall settings that can be changed by
the administrator only

¥ New window: Useful for opening a selected item (e. g. import mapping, view configurationE) in
a new dialog window.

Advantages:

I View doesnOt get lost when another item is chosen in the main window of the Knowledge
Builder

I View is opened without organizer, thus offering more display space
1.1.1. Global context menu

Change password

For the logged in account (non-administrative and administrative), this option provides changing
the backend password for accessing the Knowledge Graph by means of the Knowledge Builder.
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-—
Change password — ﬁ
Recently Closed Windows >

Tools H]
Administrator L]

About

Exit

Recently closed windows

Since i-views 5.4, this feature is included as standard in this menu. Recently closed windows can be
reopened again without the need to search for the respective element view.

-—
Change password - ﬁ
Knowledge Graph Recently Closed Windows >
=]
%E Knowledge Graph jlock: >
- Administrator >
{7 knzwedas rzph Properties of the type n Ahout
r: SUbTR AL o Eoncras kg Crapd E}(
F o tenzer t
B aEesract Ihpe) o - !

sz

.........

N " Tk

Definltlon

Intera Hame ra 4
Axtributes of objects

FInner s StrEutes

Tools
The tools actions provide several functionalities:

¥ Volume information: Shows a dialog window with detailed information about the amount of
types and instances of the Knowledge Graph and the size of the volume in which the
Knowledge Graph is stored.

¥ Script messagesiVhen using or debugging JavaScript, the script messages dialog can be used
for displaying feedback returned by the $k.log() method in the script itself.

NOTE The visibility of script messages depends on the configuration of the bridge.

¥ RDF:Provides the options "RDF import" and "RDF export". For more information, see Chapter
1.5.4 "RDF-import and -export".

¥ Exports:Provides export options concerning JavaScript-API, viewconfig JSON-schema, REST-API
as OpenAPI 2.0 and KScript XML Schema.
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¥ Dev ServiceBy means of the DEV Service, the i-views browser extension tool can be used to
open the respective element/view/panel of the viewconfiguration in the Knowledge Builder by
right-clicking onto the relevant part in the browser. The i-views browser extension is an extra
which is available upon request. Pay attention that several Knowledge-Builders cannot use the
DEV Service at the same time if they use the same DEV Service port as specified in the global
settings.

—-—

Change password —_— ﬁ
Recently Closed Windows >

Veolume informaticn Tools »

Script Messages Administrator »

RDF ¥ About

Exports * Exit

Meod) »

Dev Service ¥

Administrator

Tt

Change password

Recently Closed Windows  »

Tools »
Flush client caches Adrninistrator ]
Revoke admin rights About
Lockup semantic elerment with (D Exit

Loockup registry key

Audit log analysis

Update REST interface
Rebuild view configurations
Edit configured editors

Tool window

¥ Flush client cachesThis action triggers in all tools connected to this graph the invalidation of
caches. In normal operation caches should be invalidated automatically. In rare cases the
invalidation fails, this action can trigger it manually.

¥ Revoke admin rights: This option allows an administrative user to revoke the own
administrative access in order to test rights management configuration in the Knowledge
Builder. The administrative access can be restored again by deactivating the option.

¥ Lookup semantic element with IDFor analyzing messages returning a semantic element ID (=

3
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"frame ID"), the ID can be input here to determine the corresponding semantic element.

¥ Lookup registry keyOffers search for registered objects within the Knowledge-Builder (e. g.
registered queries, scripts or types).

¥ Audit log analysis

¥ Update REST interfaceGlobal available action for updating the REST interface, serves as

substitute when local REST update but @' is not present (visible) at the moment.

¥ Rebuild view configurationsGlobal available action for updating the viewconfiguration, serves
as substitute when the local viewconfiguration update buttm is not present at the
moment.

¥ Edit configured editorsif detail editors are configured as a view for elements of the Knowledge
Graph, they can be administered here in one space.

¥ Tool window: Provides an overall avalilable tools menu for often needed actions. This comes in
handy when many windows are opened at the same time:

Rebuild view configurations

Update REST interface
Flush client caches
Lockup semantic element with 1D
Lockup registry key

Script Messages

About

Recalls information about configuration, licensing and components of the Knowledge Graph as
available in the login window.

Change password E ﬁ
Recently Closed Windows >

Tools »
Administrator ¥

About

Exit

Exit

Exits the Knowledge Builder.



Technical Handbook i-views 6.0 - 1.1. Global actions and settings

L

Change password

Recently Closed Windows >

Tools »
Adrninistrator >
About

Exit

1.1.2. Personal settings

Personal settings are available and adjustable for the logged in Knowledge Builder user exclusively.
The options are described in the following subchapters in detail.

1.1.2.1. Folder

Personal  Systemn  Index configuration

Show folder elements in the tree

Folder

. [ Folders Hide Siblings
Windows
Editors Size of the query result folder:

Structured query 1| Query results

Continue query when navigating to another folder

Graph
OYes  OMNo @ Ask
Search field
Font size Folder for registered objects
View configuration Show felders also on upper level that are sorted inte subfolders
Keyboard shortcuts [] Show registered ohjects without public ID
Timeline
Dev tools

oK

¥ Show folder elements in the treeDetermines whether the content of the folder is displayed as
subnode in the folder tree. This option can be useful to improve clarity of the tree in case of
many folder sub elements.
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¥ Folders hide siblingShould all siblings folders become invisible while a folder is opened.

¥ Size of the query result foldeMNumber of search result sets of the structured queries that have
been recently executed within the KB. The search result set will then be listed within FOLDER >
Query results. A search result set entry consists of the timestamped search result list,
containing the found semantic elements which can be display in the graph, including their
causes. Reducing the size will take effect when executing the next query.

¥ Continue query when navigating to another folder
¥ Show folders also on upper level that are sorted into subfolders

¥ Show registered objects without public 1D

1.1.2.2. Windows

The windows settings determines the behaviour of the Knowledge Builder itself and its dialog
windows.

¥ Center windows:New windows will always be opened in a centered position.
¥ Keep window positionsReopens the same view in a window with the same window position.

¥ Cascade windowsStacks all windows of the same type in a cascading manner so that all their
titles can be seen at once.

¥ Bring existing window in front, do not open new windowReuses windows if they are already
open, preventing the increase of opened windows for clarity reasons.

¥ Window color for this sessiontf several Knowledge Builder are opened at once, this option
helps to distinguish between the different Knowledge Graphs by setting a temporary color of
the window frames per Knowledge Builder per session:

Personal  System Index configuration

Window placement
() Center windows

Folder

Wind
e () Keep window positions

Editors @® Cascade windows

» Structured query Bring existing window in front, do not open new window

Window color for this session Reset

[] Open new windows for this session allways on screen of primary window

Graph

Search field

Font size

[IEEE
[ [
===== View configuration
(= [ 5]

[ Show information about volume and server in the window title

o

[
[
]
O

Abort Dev tools

ﬁ

oK

¥ Open new windows for this session always on screen of primary windtiwseveral screens
are used, a new window always is opened on the main screen.

¥ Show information about volume and server in the window titlézor distinguishing between
the windows of different Knowledge Graphs from different Knowledge Builder, the Knowledge
Graph name and the server will be shown in the title of all opened windows. Serves for the
same purpose of clarity like setting the window color.
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1.1.2.3. Editors

21 Settings

Personal = System  Index configuration

Eolder Group starting at 10 | items
Windows Remember and restore last selected tab
Editors Show table column settings
Structured query [J Remember splitter ratios Delete all saved splitter ratios
Graph Write back changes immediately
Search field
Relation target search

Languages : . )

) Type selection switch from tabs (top ) to list (left) after a
Font size

View configuration

Group starting at [E] items
This option leads to properties of the same type being bundled into a dropdown accordion if the
given number is reached.

Remember and restore last selected tab

Allows the detail editors being displayed with the same tab selected as in a previous access
during the session.

Show table column settings
If enabled, all tables in the KB will have a menu to the right of their filters which replaces the
button to clear all filters. The menu contains the option to clear all filters and to customize
which columns this specific table should show. These changes can be set to last until the view is
left, the KB is closed or until they are changed again.

Remember splitter ratios

If enabled, most views that can be dragged, will save their ratios and restore them the next time
they are displayed.

Delete all saved splitter ratios
Resets all splitter ratios saved by the previous option.

Write back changes immediately

This option takes effect on the backend (Knowledge Builder) only. When activated, element
properties are written to the Knowlede Graph immediately in order to validate them against
schema rules first before applying the changes. If disabled, properties can be edited and the
changes are written to the graph using the additional "Apply" button, which is displayed at the
bottom of the editor view. For the web frontend, (buttons with) actions of the action type
"validate" and "save" serve this purpose.

Type selection switch from tabs (top) to list (left) after [E]
When the relation target selection dialog is openend due to editing a relation, the relation
targets are not shown separated by tabs on the top edge but in forms of categories listed on the
7
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left side of the dialog.

1.1.2.4. Structured query

Personal  System  Index configuration

Faolder Show condition labels
Windows Show condition inlined if possible
Editors [ Always show finder numbers

Structured query (] Show access rights checks

Graph Show messages for the search definition
Search field

Font size

View configuration

Keyboard shortcuts

Timeline

Dev tools

¥ Show condition labelsif activated, query labels for properties are shown additionally to the
symbol:

' |
A Attribute |2 o1
& Relation e o has Target 48

O Attribute HR 'ﬁ' Value = valueof[2] A=a[g @

: |
o B
L ‘.’ has sub category |° + |. Subtype YZ |

O ﬁ = valueof[2] A=a[g




Technical Handbook i-views 6.0 - 1.1. Global actions and settings

¥ Show condition labels inlined if possibléf enabled, relation targets and attribute values are
shown inline to their property types:

I Show condition inlined if possible |7
# | subtype A-C

N Attribute |2 R
o Relation HR |o has sub category o has Target 4% .SubtypeYZ
N Attribute R {i- Value = valueof[2] A=ap B

I [] Show condition iniined if possiblg |7
4+ @ Subtype A-C

O Attribute |2 o
dp Relation MM
o has Target 4
O Attribute HR

£ Value = valueof[2] A-ap [E

¥ Always show finder numbersWithin structured queries, all elements are identified by means
of an inherent numbering system. However, the numbers only will be shown when needed for
building the query or when adding result columns to the results list. When this option is
enabled, the numbering will keep persistent:

* |
O Attribute |2 dp
& Relation He 0 has Target 4k

O Attribute HR {1’ Value = value of [2] A=a[g @

T4 |
O Attribute |2 dp
& Relation 3+ o has Target 4 2

O\ Attribute |5 o8 {f Value = wvalueof[2] A=afg @

¥ Show access rights checkShows additionally the associated access rights concerning the
particular property.
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O

Ii

.

a Attribute | 2 R

& Relation HR o has Target 4¢
N Attribute HR ﬂ' Value = valuecof[2] A=afg @

Ii

.
T Check read access

& Attribute | 2 48 'l' Check read access
cP Relation HR

T Check read access

Q has Target #® ® Subtype ¥YZ

T Check read access

a Attribute 4

T Check read access

Lt Value = valueof[2] A=a [F)

¥ Show message for the search definition:This option enables messages for comments,
warnnigs and errors to be shown at the right side legend of the structured query.

Besides that, the local option "Suppress warning"” is available via context menu for
each query label.

NOTE

14 Show messages for the szarch defintior

Structured query

£= findObjects

14 " no parameters -
O Attribute B8 =1 Error, 1 Warning, 1 Comment
o Relation MR |¢® hos sub category o has Target 48 | @ Subtype YZ : ::r:dman: Nam:nfs:l:!ype yz needs to be the ...
onl
il = A=za 7
& Awibute HR * Valve = value of [1] = E A No searchable Index for is equivalent to

& Relation  H © has Toroet # | @ Knowledge Graph
O Attrioute #8
v

< > < >

(] Show messages for the search definitiort

Structured query

£= findObjects

L “ 'no parameters
O Attribute B8
& Relation R ° has Target 48
& Attibute 4 ﬁ Value = valueof[1] A=ag [E
&R Relation R © has Targer
O Attribute #8

10
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1.1.2.5. Graph

The graph options are for the graph editor within the Knowledge Builder. For settings about the
graph in forms of the net navigator component, see chapter 3 "vcm-plugin-net-navigator".

Some of these settings can be overridden in the graph editor. This will only apply to that specific
graph editor window.

Show tooltips with details
If true, hovering a node will display a tooltip listing the objects properties.

Max. number of lines for tooltips
Defines at what point the tooltip will be cut off.

Auto hide nodes

Automatically hides surplus nodes as soon as the number of desired nodes is exceeded and
shown. The number can be set in the input field "max. new nodes" in the toolbar.

Auto layout nodes
Automatically implements the layout function for newly displayed nodes.

Node alignment
If enabled, nodes will snap to the x or y coordinates of close nodes when moving them.

Use Cairo library to display the graph

Can only be activated if the cairo library can be found by the KB executable. If true, the library
will be used to display certain things.

Default zoom
The zoom level at which a graph editpr will be openend.

Max. new nodes

If a node / an object has many adjacent objects, it often doesnOt make much sense to display all
of them when clicking on the drag point. This defines how many new nodes can be added at
once without being prompted to choose specific nodes.

Max. label length
Defines after how many symbols the node labels will be cut off.

Node size
Defines at which size a node is added to a graoh.

Legend configuration

Here you can define types, which will always be displayed in the legend when opening a graph
editor.

11
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1.1.2.6. Search field

For the Knowledge Builder search, queries from within the working folder or the private folder can
be added by drag&drop. To administer the added queries (e. g. removing them), the search field
settings are used. Added queries are available in a dropdown selection when clicking on the query-
button next to the search field.

FOLDER Custom query
W Working folder (wokingFolder
4 W Private
&' Bookmark 1

Personal  System  Index configuration

¢ Bookmark 2 Folder Configured by the User defined
£ Custom query Windows Name Type Name Type Folder
W/ Recently accessed objects - Query Query Custom query Query Private
- s
£ Query results
Structured query
KNOWLEDGE GRAPH
Graph
Search field

Font size
View configurstion
Keyboard shortcuts
Timeline

Devtools

Moveup | Move down Add Remave

oK

1.1.2.7. Font size

This option allows the permanent setting of the font size within the Knowledge Builder. When
changing the font size, an example text is shown. Changes only take effect after restart of the
Knowledge Builder.

Personal  System  Index configuration

Folder Font size

Windows Default
Editors small

Structured query Large

Graph Extra large

Search field

Font size

View configuration
Keyboard shortcuts
Timeline

Dev tools

oK

12
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1.1.2.8. View configuration

The view configuration options take effect on the behaviour of the Knowledge Builder view
configurations exclusively. Options for the view configuration of the web frontend are configured by
means of the viewconfiguration mapper settings.

¥ Hard coded / Configuredfor the folder structure within the organizer of the Knowledge
Builder, type-dependent view configurations can be specified. The options "Hard coded" and
"Configured" therefore allow switching between the default Knowledge Builder view
configuration and the customized view configuration. If certain types have a customized view
configuration which are defined for both the detail view and the folder structure, the folder
structure view will have priority when the view confguration is switched to "Configured”.

¥ Beginner/Expert:Concerning the viewconfiguration mapper, two kinds of user oriented views
of the viewconfiguration mapper itself can be selected: "Beginner" splits up the configuration
tabs of the detail editors into "Configuration" and "Extended", "Expert" shows all configuration
options at once.

Personal  System  Index configuration

View configuration
Folder

® Hard coded (O] Beginner
i Configured ) Expert

Windows

Editors

Structured query
Graph

Search field

Font size

View configuration
Keyboard shertcuts
Timeline

Dev tools

1.1.2.9. Keyboard shortcuts

For the ease of use, custom shortcuts can be defined for the actions as shown in the following
image:

13
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Index configuration

Falder Keyboard shertcuts
Windows Command Keyboard shortcut
Apply changes Strg-Return
Editors Bring main window to top
Close active window
Structured query Create new attribute Alt-Shift-A
Graph Create new relation Alt-5hift-R
Lockup registry key
Search field Lockup sernantic element with (D
. Mowve down Alt-Down
Font size
Mowve up Alt-Up
View configuration MNew window Alt-N
COpen folder: Private Alt-F

Keyboard shortcuts Open menu of organizer

Rebuild view configurations
Settings
Dev tools Update REST interface

Timeline

Keyboard shortcut: ssign Rem
OK

Often there are also inherent shortcuts available. If applicable, these shortcuts are described in
forms of aShortcutnote in the relevant chapter.

An overall principle of shortcuts within the Knowledge Builder: The combination of Ctrl + Click
removes items (e. g. elements from structured queries or properties in the detail editor) or makes
them draggable (e. g. drag&drop of semantic elements from the Knowledge Builder into the graph
editor).

Within JavaScripts, elements assigned by internal names can be invoked with Ctrl + o (provided a
registry key or a configuration name has been given to the element so that it actually can be
referenced). Equivalent terms within one script can be browsed easily by marking the term through
double-clicking it and then by pressing Ctrl + g.

1.1.2.10. Timeline

The timeline feature allows configuring a timeline view for the Knowledge Builder by means of a
structured query. For the timeline, several element types can be chosen as a dimension for the
timeline for their instances to be displayed according date values, flexible time values or time
intervals. The timeline view then needs to be configured as view configuration for the Knowledge
Builder to be applicable.

14
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Personal  System  Index configuration

Folder Timeline configurations:

Windows *
Editors

Structured query

Graph

Search field

Font size

View configuration

Keyboard shortcuts

Timeline

Dev tools

oK

1.1.2.11. Dev tools

These options allow the setting of the port used for Dev services and if the Dev service is to be
started automatically when the Knowledge Builder is started. When using several Knowledge

Builder at the same time, the corresponding Dev services only can be used in parallel when they are
given different ports.

15
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Personal  System  Index configuration

Folder Dev service
Port: 3050
Windows
[] Automatic start Start Ton

Editors

The changes are stored in the ini file kb.ini.
Structured query
Graph

Search field

Font size

View configuration
Keyboard shortcuts

Timeline

Dev tools

oK

1.1.3. System settings

The system settings are available for accounts with administrator status only and allow overall
configuration of system-wide settings for the Knowledge Builder.

1.1.3.1. Folder

The folder options are for optimizing the list views according specific use cases when dealing with
large amount of data - thus improving usability by limiting additional features which otherwise are
active by standard.

¥ Maximum size of query resultDetermines the maximum amount of hits that will be processed
and rendered for query results.

¥ Maximum number of results in objects list®etermines the maximum amount of objects that
is displayable for an object list. If the amount exceeds the limit, a message will be shown
accordingly in the objects list instead of the listed objects.

¥ Free assortment up to number of result3he entries of object lists can be assorted by means
of the column header actions and filtering options. For large amounts of objects, the
assortment can be disabled to prevent unnecessary load.

16
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¥ Auto query up to object countDetermines the amount of list objects up to which the table
queries the list results automatically. If the number of objects to be shown in the object list
exceeds the given limit, the query for rendering the table will only start if the search button is
clicked by the user. Additionally, for object lists within the KB everey table configuration has
separate options for activating the query automatically (tab "KB").

Personal  System  Index configuration

Folder Settings for all users
User Maximum size of query result: 100,000
System accounts Maximum number of results in object lists: 100,000
Rights F .
ree assortment up to number of results: 10,000

Trigger

Auto query up to object count: 1,000
Top Types
Languages
Locking

Print configuration
Registry

RDF

Certificate authorities
SMTP

LDAP authentication
Maintenance

Client performance analysis

oK

1.1.3.2. User

This option category administers the backend users that have access to the Knowledge Graph via
the Knowledge Builder.

¥ Create:Creates a backend user for the Knowledge Builder.

¥ Associate:Associates the backend user to a frontend user account object.

¥ Drop association:Removes the association of the frontend user account object from the
backend user account.

¥ Change passwordAllows changing the own password or resetting the password of another
backend user. Additionally a password change can be enforced for the first/next login.

¥ Logout:Logs out the selected user.

¥ Delete: Deletes the selected use&Zaution: Deleting the own user is also possible, leading to an
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immediate deletion and logout!
¥ Rename:Renames the selected user.

¥ Message: Sends a message to the selected user, similar to sending a message via the
community section on the lower left corner of the Knowledge Builder. If the person is not
available because not logged in, a message can be sent here nevertheless. The message will be
displayed to the user at next login.

¥ Administrator: Determines if the selected user is an administrator.

In order to enable non-administrative access to the Knowledge-Builder, a
NOTE dedicated KB folder structure has to be configured in advance which provides
access to the relevant content and functions.

¥ Password changeznforces a password change for the selected user at next login.
¥ Private: Shows the content of the private folder of the selected user account.

¥ Administrator: Shows the amount of user accounts with administrator status.

¥ User: Shows the number of user accounts with user status.

¥ Active: Shows the number of currently logged in users/administrators.

Personal  System  Index configuration

Folder User Associated with Status Login timestamp Password type Create
admin Mo password specified, Administrator, online Today, 7:00:21 PM SHA-256 .
5w user Administrator SHA-256 e

System accounts drop asseciation

Rights Change password

Trigger Logout

Top Types Delete
Languages
Rename
Locking
Message
Print configuration
Administrator
Regist
gty [] Password change
RDF
Private
Certificate authorities

Administrator
SMTP

LDAP authentication
User
Maintenance

Client performance analysis
Aktive

OK

1.1.3.3. System accounts

System accounts are needed for authentication of external services that communicate via TCP/IP
and services that communicate via the REST interface (e. g. bridges for webfrontend).

¥ Create:Creates a system account; after specifying a name, a token will be shown only once for
copying it for further usage (e. g. for bridge *.ini files).

¥ Update token:Updates a token and shows a suggestion once. Here a token value can also be
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¥ Test token:Allows testing if a token string is valid.

¥ Delete: Deletes the selected system account.

¥ Refresh:Refreshes the current system account view.

¥ Show user accountsShows the user accounts additionally to the system accounts.

Personal  System  Index configuration

Folder

User

System accounts
Rights

Trigger

Top Types
Languages

Locking

Print configuration
Registry

RDF

Certificate authorities
SMTP

LDAP authentication
Maintenance

Client performance analysis

1.1.3.4. Rights

Type Create
Update token

Test token

Refresh

[] Show user accounts

oK
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Personal  System  Index configuration
Folder [] Access rights activated

User User type:

System accounts Choose
Rights

Trigger

Top Types
Languages

Locking

Print configuration
Registry

RDF

Certificate authorities
SMTP

LDAP authentication
Maintenance

Client performance analysis

oK

¥ Access rights activatedfhe access rights system and its access rights checks are only activated
if this option is enabled. The access rights system comprises the access check of web-frontend
users.

¥ User type: Specifies which type is used for access rights checks. Objects of this type can be
assigned as account-instances to a backend users in the administration section "User".

1.1.3.5. Trigger

This option enables/disables the trigger system.

The trigger section only is available within the TECHNICAL part when triggers are

NOTE . o . .
activated via this option in the global settings.
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Personal  System  Index configuration
Folder [ Triggers activated

User Recursive trigger limit Mone Reset
System accounts
Rights

Trigger

Top Types
Languages

Locking

Print configuration
Registry

RDF

Certificate authorities
SMTP

LDAP authentication

Maintenance

Client performance analysis

1.1.3.6. Languages

When the value of a given translated attribute is not present in the sessions' current language, this
list defines the order of languages which are to be used as replacement values.
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Personal  System  Index configuration

Folder Preferred Fallback Translations

User Add

System accounts Remove
Rights

Trigger

Top Types
Languages

Locking

Print configuration
Registry

RDF

Certificate authorities
SMTP

LDAP authentication
Maintenance

Client performance analysis
Move up

Move down

oK

1.1.3.7. Locking
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Personal  System  Index configuration

[] Locking enabled

Folder
User Locked
System accounts Locking deactivated
Right
1ghts Remove lock Remove all locks
Trigger
Objects
Top Types
MName User
Languages
Locking

Print configuration
Registry

RDF

Certificate authorities
SMTP

LDAP authentication
Maintenance

Client performance analysis

1.1.3.8. Print configuration
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Personal  System  Index configuration

Folder Header and footer
Uszer -- emtpy -- - - emtpy - » — emtpy -- o
System accounts left Center right
Rights -- emtpy -- w -- emtpy -- w -- emtpy -- ~
Trigger
Predefined text fields Margins
Top Types )
Text field no. 1
Languages left 10
] Text field no. 2
Locking Rechts 10
Print configuration Teaxt field no. 3 e 20
Registry
Font size 7 Bottom |20
RDF

- " Critical page count 5
Certificate authorities

SMTP
LDAP authentication
Maintenance

Client performance analysis

1.1.3.9. Registry
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Personal  System  Index cenfiguration

Registered objects
Folder

User Strict conventions for registry keys

Rights Apply to internal names
System accounts
Trigger

Top Types

Languages

Locking

Print configuration
Registry

RDF

Certificate authorities
SMTP

LDAP authentication
DAuth

Maintenance

Client performance analysis
OK

Strict conventions for registry keysthe conventions apply when creating a registry key and e. g. in
case of an XML schema transfer between volumes by means of the admin tool. The strict
conventions are as follows:

¥ All 26 letters of the ASCII code table (small letters and capital letters as well)

¥ Signs period ".", underscore

and dash "-"

¥ The first sign should be a letter

The conventions arease insensitive which means that a distinction of registry
keys by small letters and capital letters is not possible. Example:

NOTE "myVolume.myQueryl" and "myVolume.MYQueryl" cannot be used within the
same volume. This also applies to the XML schema transfer from one volume to
another.

Apply to internal namesif enabled, the conventions also apply to internal names.

1.1.3.10. RDF

The RDF options comprise the settings for base URL, qualifier and additional namespaces that come
into account for identification entry nodes when importing or exporting RDF files.
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"RDF-import and -export" of the users' manual.

Personal  Systern  Index configuration

Folder Base URL:

User Qualifier:

System accounts

https://i-views.com/kb#

Additional namespaces

Rights Add
Trigger

Qualifier
Top Types iirds
Languages
Locking

Print configuration
Registry

RDF

Certificate authorities
SMTP

LDAP authentication
Maintenance

Client performance analysis

1.1.3.11. Certificate authorities

Remove

Mamespace
http:/fiirds.tekom.de/iirds#

oK

The additional namespaces are for export only. For more information, see chapter
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Personal  System  Index configuration

Folder [] validate certificates
User Certificate authorities  Exceptions

System accounts Add

Rights Subject |ssuer Valid until
Trigger

Top Types

Languages

Locking

Print configuration

Registry

RDF

Certificate authorities

SMTP

LDAP authentication

Maintenance

Client performance analysis

oK

1.1.3.12. SMTP
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Personal  System  Index configuration

Folder Hostname:
User Port: 25
System accounts Authentication
Rights [] Use SMTPS (obsolete)
Trigger

User
Top Types
Languages
Locking

Print configuration

Registry Add
RDF

Certificate authorities

SMTP

LDAP authentication

Maintenance

Client performance analysis

1.1.3.13. LDAP authentication
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Personal  System  Index configuration

Folder Server Encryption plain w
User Master-DMN
System accounts Master-Paszword
Rights DM paths of containers ou=user,dc=organisation,dc=com
Trigger UID attribute
Top Types Master-DN for query
Languages Master password for query
Locking
Print configuration Additional authentication (optional)
. Attribute for authentication
Registry
RDF

Expected value
Certificate authorities

SMTP
LDAP authentication Mapping for user information
Maintenance Choose Tect

Client performance analysis

oK

1.1.3.14. Maintenance

29



Technical Handbook i-views 6.0 - 1.1. Global actions and settings

Personal  System  Index configuration

Folder Message Object Type Pricrity
User

System accounts
Rights

Trigger

Top Types
Languages

Locking

Print configuration
Registry

RDF

Certificate authorities
SMTP

LDAP authentication
Maintenance

Client performance analysis

Perform maintenance now

oK

1.1.3.15. Client performance analysis
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Personal  System  Index configuration

[] Record client perfermance data Log targets

u Interval 10 Seconds (] Intemal
= O Influx

System accounts

Folder

Rights

Trigger

Top Types
Languages

Locking

Print configuration
Registry

RDF

Certificate authorities
SMTP

LDAP authentication
Maintenance

Client performance analysis

Refresh Reset Copy to clipboard Table

oK

1.1.4. Index configuration

The configuration of indexes for semantic elements within the Knowledge Builder can be specified
here. Furthermore, already configured indexers can be applied for each kind of element via the
detail editor of the respective element type.

Index filter

Index filters are needed for fulltext query indexes, comprising the settings for tokenizing, filtering
and splitting query strings.
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Personal  System  Index configuration

Index Filter Add
Indexes Remawe
Metrics Settings
index for relations Rename
index for attribute values

oK

Indexes

¥ Metrics: The metrics comprise classified entries about the amount of objects, leading to
performance improvement in queries. Dependent from the extent of changes within the
Knowledge Graph (creating/removing semantic elements), the metrics have to be synchronized
from time to time.

¥ System: The system index is reserved for system properties (relation and attributes for core
functionalities); they are persistent and cannot be changed.

¥ Further indexesin most cases, these are the pluggable indexes which can be built up according
individual needs.
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Index Filter Available indexes:

e MName filter identifier Type Status Create new
Metrics Metrics Must be synchrenized

Metrics System System relation index active Delete
topic->val Pl ble ind cti S

index for relations opie-rvalue HggabE IncExer actve Settings
value-»topic Pluggable indexer active

index for attribute values

value->topic (unique)

Pluggable indexer

active

Assign

Synchronize

Merge

oK

1.1.4.1. The index-report

The index-report analyses which indexings are necessary. Comparing this "demand" to the actual
indexings will show missing and unnecessary ones. The index-report analyses structured queries,
search-configurations, view-configurations and scripts. Since scripts are only analyzed regarding
their references, it is impossible to determine the usage of the referenced elements.

It is possible for structured queries to need rarely used properties because of
inheritance. These properties do not need to be indexed but the structured query
itself will still show a warning.

NOTE

Where to find the index-report
Admins can find the index-report in the kb settings under "Index configuration”. At first you can see
the "simple view". Using the buttons in the top right, you can switch to the "detailed view" and the

settings page.

When opening the index-report it immediately starts its analysis. It will show which area is currently
being analysed and how it got to which property.

NOTE For larger graphs the analysis may take a while.

1.1.4.1.1. The simple view
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i Settings - o x
Personal  System  Index configuration

Indlex fitter ‘, % o

Indexes Properties with index-request Indexes

Actions

+
=]

Index-Report

pic [value/target to clement by prope

Relation to: (Instan
Rela

< >

Table: V:Album Liste - Tabelle> Column: Tags> Colui

< >
Details

es of Top-level type mood

ViAlbum Liste - Tabelle
es of Top-level type b
es of Top-level type moad

L T

oo = o = = = == = = [ = [ = = [P0 [ o [0 %
Slelml=l=lel=l=mcBs=lals=lal==lo|=|=|===n=|= *

Filter:

46 Actions ( Assign index: 19 Create and assign index: 3 Remove indexing: 24)

oK

All property types that were scanned by the analysis are listed here. The table shows the name
(Property type), the kind of property type (Type), the domains (Domains of Definition) and the
number of suggested actions (# Actions) consisting of adding indexings (# +) and removing indexings
(# x). A property type can be opened by double clicking its row.

All indexings of a property type can be seen on the right. Suggested changes have a "™ or "x" in front
of the index name. "™ means that this index should be assigned to this property type and "x" means

that this indexing can be removed as it is unnecessary. Using the corresponding buttons on the
right, selected indexings can be added or removed.

In the settings page you can change when an index should actually be added when clicking the "+".

Below this list, you can see where the analysis found missing indexings of a selected index that is
not already assigned to the property type (meaning those with a "+" in front). Upon selecting one of
these usages the details of how the analysis got there is shown below and every step can be
opened by double clicking it.

The list of property types can be filtered using the input field below. The filter applies to the name
of the property type, the type and the defined domains. You can also use +/x/# a number to filter
for property types with that number of suggestions to add or remove indices or total suggestions.

If no action should be suggested for an index, property type or usage, you can create an exception
by clicking the "No entry" (-) button.

Creating an exception

Exceptions define which Property types, Indexes or referencing elements should be ignored by the
analysis.
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When creating an exception you can choose wether the usage of the property type or index should
be ignored. Additionally you can choose specific steps. A few examples for exceptions are: "No
indexings for queries in script xyz", "lgnore property abc", "Ignore index ijk" or all at once "in script
xyz ignore index ijk for property abc". Exceptions can also prevent suggestions are made for specific
property types. Additionally suggestions for a whole index can be prevented or a property type and
index can be removed from the list of suggestions. Obviously there are no steps for unused
indexings.

Every exception needs a comment describing its intention.

Exceptions also prevent the check wether an indexing is necessary.

1.1.4.1.2. The detailed view

i Settings - o x
Personal  System  Index configuration

Indlex filter Ox Lo

Indexes Properties with index-request Reasons
Property type

mood

P
g
>

Index-Report

Also Known As (Synonym)
Contains Song

mood

Has Genre

Plays Instrument

PV A VPRV P PP PRI TS

23 Requests (Identifier: 2 Script: 3 Used in query: 13 View configuration: 5)

oy A Sr A

Actions for

selected requests General actions
Type Index Type Property type Index 2]
Assign index topic->value Remove indexing Release Date value->property
Al n As (Synanym) Vol

s (Synonym)

Re

15 Played By
rty of

Re
R

R

R

Rs

Re

Re

Re

R

R

R

Rs is proper
Re RDF-URI-Alias
Re H

Remo,

46 Actions ( Assign index: 19 Create and assign index: 3 Remove indexing: 24)

ok

This view answers why a specific index is suggested for a property. Instead of properties the main
table contains the individual index requests. Additionally it has new columns: The number of causes
because of which an index is suggested, milliseconds (as measured by the performance analysis)
and a tag that can have the values "Used in query" (used in registered query), "Used in script" (used
in registered script), "Used in Mapping" (used in registered table-mapping), "View configuration”
(used in the view configuration) and Performance (used in the performance analysis). If a property
was found via a starting point, that was configured in the options, the tag is "Query", "Script" or
"Identifier" depending on the type of the starting point. "ldentifier" is used for RDF-system-
properties as well.

All references regarding a request are listed under "Reasons" on the right.

All suggested actions of a request are listed in the bottom left.
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Unnecessary indexings are listed in the bottom right under "General actions".

In both of the tables of actions you can select one or more actions and execute them via the "Play"-
button above the tables.

1.1.4.1.3. Settings

The settings can be used to configure what gets analyzed and what is suggested as a result.

it Settings - o X

Personal  System  Index configuration

Index filter Hins @

[ Additionally show all indexed properties
[ Rescan after changes

[ Only show properties with analysed performance
Check all properties

Indexes

Index-Report

O Add syncjob

Ignore properties of system-components

e 2dd tatingpoint] Prevent removal of indices for uniquness
Remove selected startingpoint

Category Identificator
Script restfindAlbums

ok

Manually configuring startingpoints

If there are scripts that are only used via the batch-tool but should still use indexes, they can be
added as a starting point for the analysis: On the left side under "Enter internal name or registry-
key" you can specify single or even multiple elements using wildcards (eg. "all*base*"). Additionally
you need to specify if the starting point is a script, query or type. Once the definition is done the

starting point can be created by pressing the "Add starting point" button. Obsolete starting points

can be selected and then deleted by clicking the "Remove selected starting point" button.

Exceptions
The exceptions that were created in the simple view can be managed in the bottom right. They can
be removed ("Remove exception”) or the configured property ("Edit property concept”) or usage

("Edit usage™) can be shown.

Miscellaneous Settings
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Setting Description

Additionally show all indexed propertieAdditionally = shows  properties  without
(Default: off) suggested actions.This setting will only take
effect after the next scan.

Rescan after changes (Default: off) Automatically start a new scan after executing a
suggested action.

Scan view-configuration(Default: on) Analyses the view configuration if present.

Scan registered queries(Default: on) If turned off, registered queries are not scanned.

Scan registered mappings(Default: on) If turned off, registered mappings are not
scanned.

Scan registered scripts(Default: on) If turned off, registered scripts are not scanned.

Include performance-analysis(Default: on) If measurements of the performance-analysis
are available (see client-analysis), they will be
used as starting points.

Only show properties with  analyzedl no measurements are available for a property,
performance (Default: off) ignore its usages.(Can only be activated if the
performance-analysis is included.)

Check all properties (Default: on) Also takes indexings into account, that were not
scanned by the index-report, regarding their
necessity.

Maximal number of targets for a collectiorRelations with few targets should have a specific

index(Default: 10) index. Usually this affects relations to catalog-
values. This integer defines the threshold for
such indexes.

Minimal occurrences to index(Default: 50) Properties with few occurrences donOt need an
index. This integer defines the threshold for
suggesting an index.

When adding an index:(Default: Synchroni2efines what actually happens when adding a
immediately) indexing.Options: * Synchronize immediately *
Mark synchronisation required * Add sync job

Ignore  properties of system-componentadicates wether to scan properties of system-

(Default: on) components as well. Only visible to developers.
Prevent removal of indices foPrevents the removal of indices for uniqueness.
unigueness(Default: on) Only visible to developers.

1.1.5. Configuration file kb.ini

As for every i-views product, an *.ini file can be created for the Knowledge Builder. In the following,
exemplary excerpts for the Knowledge Builder configuration file are listed:
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; pre-fill corresponding fields in the login window

host =demo-server.empolis.com

user =peter

volume =demo

; configure logging if needed

logTargets =kb-log

; activate and configure file caching

; file caching speeds up data loading in subsequent sessions
cacheDir =cache

; maxCacheSize sets the size limit of the file cache (in MB)

; default is 50 (MB)

maxCacheSize =200

; the language parameter forces the kb to use the given language
; without this setting, the language is specified by the OS

; possible values are "eng" und "ger"

; fallback is "ger" if the OS language is unsupported
;language=eng

[kb-log]
type =file
file =kb.log
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1.2. Access rights and triggers
This attribute handles the checking of access rights and triggers:

¥ Access rightsegulate which operations on the Knowledge Graph may be executed be specific
user groups. They are defined in the rights system in i-views. The rights system is located in the
sectionTechnical > Rights

¥ Triggers are automatic operations that are triggered on a certain event and execute the
corresponding actions. The Trigger section is located uhelghnical > Trigger

The rights system and triggers are initially not activated in a newly created Knowledge Graph. These
areas have to be activated before they can be used.

The procedure for creating rights and triggers is basically identical. Filters are required that check if
certain conditions are met or not. If these conditions are met, the rights system grants or denies
access, and a log entry is made or a script is executed for triggers. In the rights system, the
arrangement of filters is referred to as rights tree while that for triggers is called trigger tree.

For straight-on success in creating adequate query filter conditions based upon the
operation, please check the table in chapter 1.2.5 "Operations". In principle, the
operations filter work in an "AND" logic, leading to the requirement that all
conditions of an operation filter and all conditions of the sub-components of the
operation filter have to be fulfilled. Therefore, it is recommended to choose the
most precise condition.

NOTE

1.2.1. Checking of access right

We use rights to regulate user access to the data in the Knowledge Graph. The two basic objectives
enabled by the rights system are:

¥ Protection of confidential data:Users or user groups may only see data that they are allowed
to read. This ensures that secrecy and confidentiality restrictions are applied.

¥ Work-specific overviewCertain users only need a section of the data of a model for their work
with the system. The rights system enables them to display only those elements that they need
in order to complete their tasks.

The i-views rights system is very flexible. It can be configured precisely for different requirements of
a project. By defining rules in a rights tree, consisting of individual filters and deciders, a graph-
specific configuration of the rights system is created. There are many options for compiling these
rules for the rights system, which generates even more differentiated rights. It is not possible to list
all possible combinations of configurations; this requires consulting in individual cases.

How does the rights system work?

Access rights in the system are always checked when a user executes an operation on the data. The
basic operations are:
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¥ Read: An element is supposed to be displayed.

¥ Modify : An element is supposed to be changed.

¥ Generate: A new element is supposed to be generated.

¥ Delete: An element is supposed to be deleted.
If the access right is supposed to be changed in a certain access situatioRigtite treeis
processed until a decision for or against access can be made in this situation. The Rights tree
consists of conditions that are checked against the access situation. To check the corfdigons,

are used which filter the elements of the Knowledge Graph and operat@etsdersare located at
the end of a subtree of filters in the rights tree. These deciders either allow or prohibit access.

In relation to the access situation, aspects are selected which are used as the condition for allowing
or prohibit access. In access situations, the following aspects are often used for the decision:

¥ The operation (generate, read, delete or modify)

¥ The element that is supposed to be accessed

¥ The current user

It is possible that only one aspect of the access situation is selected as a condition but it is also
possible to query a combination of the aspects listed.

Example:"Person A [user] is not allowed to delete [operation] descriptions [element]O.

1.2.1.1. The activation of the rights system

In a newly created Knowledge Graph the rights system is deactivated by default. Before it can be
used, it has to be activated in the settings of the Knowledge Builder.

Instructions for activation of the rights system
1. In the Knowledge Builder, call up tBettingsmenu and select th8ystemtab. Select thé&ights
field there.
2. Place a checkmark in thRights system activatefield.
3. In the User type field, specify the object type whose objects are the users of the rights system.

This is usually the OPersonO object type. (Type must not be abstract.)

Before activation of the rights system, the folder is calRights (deactivated) Once the rights
system has been activated, the folder is calRights. When the rights system is deactivated,
checks of the access rights are no longer performed. However, the rules defined in the rights tree
are retained and used again after renewed activation of the rights system.

If you access an element from the web front-end without special log-in, the person
NOTE specified underStandard web useis used. It is common to create a fictitious
person called OanonymousO or OguestO here.
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To ensure the rights system also functions in the Knowledge Builder, the user accounts of the
Knowledge Builder must be linked to an object from the Knowledge Graph. The user account can
only be linked to objects of the type for which activation of the rights system was specified in the
user type field.

The link is generally required for using the operation paramefger in query filters, or for using
the access parametetserin structured queries when the rights system or the search is not
executed in an application, but rather in the actual Knowledge Builder.

Instructions for linking Knowledge Builder users to objects of the person type

1. Open theSettingsmenu in the Knowledge Builder and select Bystemtab. Select the field
Userthere.

2. Select the user who is to be linkddnkcan be used to link the user to a person object that is
not yet linked to a Knowledge Builder account. Thaink function results in the Knowledge
Builder account link to the person object is canceled.

NOTE The user currently logged in cannot be linked.

In general, users with administrator rights may perform all operations, regardless of which rights
were defined in the rights system. The definition as administrator is also implemented in the
Settingsmenu in theUser field on theSystentab.

1.2.1.2. The rights tree

Traversing the rights tree

The rights tree is comprised of rules that are defined in a tree. The branches of the tree, also
referred to as a subtree, are comprised of the conditions that should be checked. The conditions are
defined in the system as filters that are nested in each other. The system works through the tree
from the top to bottom when the evaluation occurs. When a condition matches the access
situation, then the check continues with the next filter in the subtree. This filter is, in turn, checked.
This is implemented until the end of the subtree, when there is an access right or denial. If a
condition does not match the access situation, then a switchover to the next subtree occurs. When
the system encounters an access right or denial when working through the rights tree, the rights
check ends with this result. The branches (subtrees) of the tree are therefore worked through
successively, and the tree is OtraversedO until a decision can be made.

Filters and deciders are nested in each other in the form of folders, so that a tree construction is
produced that is comprised of different subtrees. A folder can have several subfolders (several
successor filters on one level), which produces branching in the rights tree. Folders that are defined
on one level are worked through successively (from top to bottom).

Structure of the rights tree

When creating the rights tree, it is important to group the rules in a sensible way because once a
decision as to whether access is allowed or denied has been made, no further rules are checked.
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Hence, exceptions should be defined ahead of global rules.
The two main cases that you have to distinguish are:

¥ Negative configuration: Everything is allowed at the lowest subtree; denials are defined above
it.
¥ Positive configurationEverything is prohibited at the bottom, except for what is allowed above.

The order of the subtrees is therefore crucial when creating the rights tree. The order of the
conditions in a subtree in contrast (whether we check the operation first and then the property or
vice versa) can be chosen freely.

You donOt necessarily have to define all filter types to define a subtree of a rights tree. A subtree
consists of at least one filter and one decider. An exception is the last subtree which generally
consists of a decider only, which allows all remaining operations (which have not been prohibited in
the rights tree beforehand) or which prohibits all remaining operations (which have not been
allowed in the rights tree beforehand).

Example: rights tree

This basic example shows a rights tree consisting of a rights tree part and a default decider that
allows everything:

Delete or
Y modify
v Mame, duration, &&
5 publication date &
I Forbidden
k Allowed

In the rights branch, the deletion or modification of the attributes name, duration and publication
date is prohibited. To do this, an operation filter is used that has the operations delete or modify as
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the condition. Only these operations are let through by the operation filter. The next filter is property
filter that filters on certain properties. In this case, the attributes Name, Duration and Publication

date are filtered irrespective of the object or property on which these are stored. The last node of
the rights branch is the decider "Forbidden", which prohibits all access operations that match the
two preceding filters. If one of the two conditions does not apply to the access situation, the default
decider "Allowed" is executed.

This simple rights tree would look as follows in i-views:

Lunuasart

ﬁ FOLDER Selected operations:
e KNOWLEDGE GRAPH Delete attribute
Modify attribute value
TECHNICAL
4 53 Rights
» % REST Add Remove
» @ View configuration Possible operations:

b £} Read all objects/properties of a type

¥ All operators
4 1} Delete or modify

4 /& Name, duration, publication date Create
T Access denied Delete
A Grant access Displaying elements
» b Registered objects Edit
» 4% REST Modiy
» W View configuration
, . Query
» LF Entire semantic network
b £} Core properties Read
Use tools

Checking an operation using the rights tree example:
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Delete or ﬁ
Y modify .&

Y(P Name, duration, &&
-n '\ publication date &
Person A Delete Description

I Forbidden
> * Allowed

The left side shows the operation to be checked: Person A wants to delete the Description attribute.
The rights tree is depicted on the right side. The check of the condition of the first filter returns a
positive result because Person A wants to execute the operation Delete. In the rights tree, the next
filter of the rights sub-tree is executed. This is the property filter of the attributes, Name, Duration
and Publication date. The check of the filter returns a negative result because the Description is not
one of the filtered properties. Processing of the subtree is terminated. The next subtree of the rights
tree is processed next. This is already the default decider OAllowO which allows everything that is not
explicitly prohibited in the rights tree.

1.2.1.3. Decision maker in the right tree

Deciders are always at the last position of a rights sub-tree. The combination with filters is used to
determine access situations in which access is explicitly allowed or denied. If a decider is reached
while traversing the rights tree, the check of rights is answered with this decision. The operation to
be checked is then either allowed or rejected. The rights tree is then not checked any further.

Symbol Access right Description

* Access granted Access is granted in the access situation to be checked.

'k Access denied Access is not granted in the access situation to be
checked.

In general, there are two different deciders, a positive one called "Access granted” and a negative
one called "Access denied". **

Like all labels of the rights tree, "Access granted" and "Access denied" are standard

NOTE labels which can be modified if needed.

Instructions for creating a decider

44



Technical Handbook i-views 6.0 - 1.2. Access rights and triggers

1. In the rights tree, choose the position at which you want to create the decider.

2. Use the buttonsﬂ and ‘k to create new deciders as subfolders of the currently selected
folder.

3. Assign a name to the folder.

1.2.1.4. Composing rights

To define rights, filters and deciders are combined in the rights tree. The Filters chapter explains the
different filter types and how they can be used. The decid&rant acces®r Deny accesgach
represent the last node of the subtree of the decision tree. If the decider is reached, this decision
terminates the traversing of the rights tree.

The following functions are available for defining rules in the rights system:

New organizing folder A new organizing folder is generated.

Grant access A positive decider that grants access is generated.

Symbol Function Description

-ﬂ‘-‘, New operations filter A new operation filter is generated.
Q New query filter A new query filter is generated.
T&‘,P New property filter A new property filter is generated.
E New script filter A new script filter is generated.

E" New lock filter A new lock filter is generated.

oY

R

)

Deny access A negative decider that denies access is generated.

Organizing folders can be used to structure rights in a meaningful way. They do not affect the
traversing of the rights tree. Their only purpose is to group large numbers of rights into subtrees of
the rights tree that have related content.

Changing the arrangement of folders in the rights tree

In order to sort the filters and deciders in the rights tree into the right order, right-clicking opens a
context menu:
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Grant access

AE Rename
*u Delete

Export

Mawve up to top
Mawve up
Mowve down

Mowve down to bottom

The filter or decider can be renamed, deleted and exported in this context menu, and its position in
the rights tree can be changed. If two folders (filters or deciders) are on the same levdpwiaed

or Downwardfunction can be used to shift the folder further to the front or the back in the rights
tree. To the topand To the bottomshifts the folder to the first or last position of the level in the
rights tree accordingly.

If folders are to be nested in each other, meaning the level in the decision tree be changed, this can
be done using Drag&Drop.

Assembly of rights

Assembling filters and deciders in the rights tree creates a large number of possible combinations
for defining rights. By principle, there are 3 different procedures for defining rights:

¥ Definition of rights for every possible access situation

¥ Positive configuration

¥ Negative configuration
Because defining access rights for every possible access situation is a very complicated procedure,

one of the two other means of configuration is generally used. They are explained in the following
two sections.

1.2.1.4.1. Positive configuration of rights

If rights are defined in the rights tree which only allow specific accesses and deny all other accesses
about which nothing is specified, then this is referred to as a positive configuration of the rights
tree. Rules are defined in each subtree of the rights tree, which allow specific operations. All
operations to be checked traverse the rights tree: If the operation to be checked does not match
the conditions of the subtrees, it is rejected at the end of the rights tree.
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$ Filter
m' Filter
* Allowed
$ Filter
* Allowed
k4
l Forbidden

Example: Positive configuration

This example shows how a positively formulated rights tree might look like in the Knowledge
Builder:

4 &3 Rights
¥ % REST
» & View configuration
» £} Read all objects/properties of a type
4 L3 Delete or modify
4 /& Name, duration, publication date
A Access granted
4 L3 Create
4 [ Objects of Subtype A
A Access granted
T Access denied The first rights subtree defines read access to
the attributes name, duration and publication date. The read operation is allowed for these

attributes. The second rights subtree allows new objects of the type song to be created. All other
operations are generally denied at the end of the rights tree.
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1.2.1.4.2. Negative configuration of rights

When rules are defined in a rights tree to reject specific operations and permit all the operations
that, after a check, are identified as not matching those operations, this process is described as a
negative configuration. Specific operations are prohibited in the subtrees of the rights tree. If one of
the operations to be checked does not match the conditions of the subtrees, the operation is
permitted at the end of the rights tree.

,a,{" Filter

m' Filter
T Forbidden
$ Filter
T Forbidden
k Allowed

Example: Negative configuration

h

This example shows how a negatively formulated rights tree might look like in the Knowledge
Builder:
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4 &3 Rights
b W REST
b W View configuration
» £} Read all objects/properties of a type
4 L} Delete or modify
4 /%) Name, duration, publication date
T Access denied
4 ¥ Create
4 [ Dbjects of Subtype A
T Access denied

A Access granted Unlike with a positive configuration, for

example, the first rights subtree rejects the access rights for deleting and modifying the Name,
Length and Publication date attributes. The second rights subtree prohibits deletion of the relation
that links the songs to the album they are contained in. All other operations may be executed.

1.2.1.4.3. Example: Each user is allowed to change and delete items that he has created himself

What do you need to define this right in i-views? On the one hand, you need an operation filter
since this is about changing and deleting elements. On the other hand, the connection between the
user and the element on which the user wants to execute an operation must be defined, which is
only possible by means of query filters.

Operation filter

Selected operations:

Delete
Modify

Add Remove

In the operation filter, the operations Delete and Modify were selected.

Query filter
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[WHBVELART =0
Operation parameters: Possible operation parameters:
Primary semantic element < (Super) type ~
Accessed element
Core semantic element v
(®) All parameters must match () Any parameter must match

(® Query must be satisfied
(O Query may not be satisfied

#+ |0 Top-level type e pEEEEE
o Relation ®R |¢® createdby | @ has Target 4 #¥* Access parameter User

In the query filter, ORelation created byO is selected with relation target OPerson.O On the relation
target Person, the access parameter User was specified. The settings All parameters must apply and
Search condition must be met are selected. In this case, the operation parameter OPrimary
Knowledge Graph elementO was selected.

A question relating to the schema is: On which elements is the relatascreated bydefined?
There are different options for implementing this relation in a Knowledge Graph:

1. Definition on objects and types: The relation is only used on objects and types.

2. Definition on all elements: The relation is used on all objects, types, extensions, attributes and
relations.

In the first case, it makes sense to use the operation parameter OPrimary Knowledge Graph
elementO or OSuperordinate element.O If you define the right using the superordinate element, this
does not apply only to the object itself but to all properties stored on the objects that were created
by the user. If you use the operation parameter OPrimary Knowledge Graph element,O the right also
applies to all meta properties of the object. In the second case, the operation parameter OAccessed
elementO is used because only elements may be changed on which the nelagicnreatedoccurs

with the corresponding relation target, the user.

Compiling the right in the rights tree

There are two different variants for combining the filters. If there are no branches in the rights
subtree, the order of the subtrees is not relevant.
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Elements created by

ﬁ‘v Modify or delete W current user

Elements created by

Y current user ¢+ Modify or delete

k Allowed k Allowed

The graphic illustrates the two possible combinations: Version 1 (left) first operation filter, then
query filter, version 2 (right) first query filter then operation filter, in both cases the decider
OAllowedO then follows last.

Recommendation:lt makes sense to have the operation filter in the first position, which makes it
possible to create underneath it all other rights that filter on the same operation. This creates a
more simple, traceable structure in the rights tree.

Advanced right: Elements that were not created by the user may not be changed or deleted

The right implies the denial for all elements that were not created by the user but we have not yet
expressed this in the definition of rights. To do that, we have to take into account the Access denied
decider during the creation of rights. If you look at both versions of rights and combine these with a
negative decider, this results in the following variants. However, the two variants have different
effects in the rights system.

. Elements created by
L{% Modify or delete g current user

> Elements created by _¢_ )
Y current user — Y Modify or delete

k Allowed k Allowed
= I Forbidden — I Forbidden

If you add one decider Denied to each of the combination options presented above, the two versions
are created: Version 1 (left) first operation filter, then query filter and decider OAllowed.O The
operation filter is also followed by a decider Denied in a second subtree. Version 2 (right) first query
filter then operation filter, and decider OAllowed.O In the version, the query filter is followed by a
second subtree with the decider ODenied.O
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Effects on the different versions on the rights system
Version 1 (left)

¥ Allows modification and deletion of elements created by users themselves.
¥ Prohibits modification and deletion of all other elements.

¥ No statement is made in relation to all other operations.
Version 2 (right)

¥ Allows modification and deletion of elements created by users themselves.
¥ Prohibits all other operations on elements created by users themselves (e.g. read).

¥ No statement is made in relation to all other elements.

The items show that version 2 doe®t express the requested access right. Only version 1
formulates the desired access right: All users can modify or delete elements they have created
themselves and elements that were not created by the users may not be modified or deleted.

1.2.1.5. Configuration of own operations

When theRightsfolder is selected in th8ystemarea, theSaved test casemnd Configuretabs are
available in the main window. A number of operations can be configured iG@dhéguretab.
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BERESGAT m

Test cases  Configure
Operations

» All operators G

v Create
Add translation
Create attribute
Create extension
Create folder
Create object
Create relation
Create relation part
Create type

v Delete
Delete attribute
Delete extension
Delete folder
Delete object
Delete relation part
Delete type
Remove translation

v Displaying elements
show in graph editor

~ Edit
Validate attribute value

~ Modify
Change type
Medify attribute value
Meodify folder
Medify schema

~ Query
Use in structured queries

v Read
Read all objects/properties of a type
Read attribute
Read ohject v

Add Rename Remaove Initialize standard operations

The configuration of custom operations is generally only used when the Knowledge Builder is used
with other applications. A number of operations are application-specific operations that should be
checked together. This is a matter of checking a chain of operations, and not just an operation.

Instructions for the configuration of custom operations

1. In the Knowledge Builder, select tReghtsfolder in theSystemarea.

2. Select theConfigurationtab in the main window.

3. Click onAddto create a new operation.

4. In the windows that follow, enter an internal name and a description for the new operation.
5. The new operation is added asiser-defined operation

6. User-defined operations can be deleted again ustegiove
1.2.2. Trigger
Triggers are automatic operations that are executed in i-views when a specific event occurs. They
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help support work flows by automating steps that always remain unchanged.
Examples for the use of triggers:

¥ Sending emails due to a specific change

¥ Editing of documents in a specific order by specific persons

¥ Marking jobs as open or done on the basis of a specific condition

¥ Creating objects and relations when a specific change is performed

¥ Calculating values in a previously defined way

¥ Automatically generating the name attribute for objects (e.g. combining properties of the
object)

How do triggers work?

Triggers are closely related to the rights system. They use the same filter mechanisms in order to
determine when a trigger is initiated. The filters are arranged in a tree, the trigger tree, which is
structured like the rights tree. It consists of filters that are used to define conditions for the
execution of a trigger action. If an access situation occurs because an operation is performed, and
that access situation matches the defined conditions, the corresponding trigger action is executed.

Trigger actions are in most cases scripts that, depending on the elements of the access situation,
use them to execute operations. This makes it possible to automate steps that remain unchanged or
perform intelligent evaluations on the basis of specific constellations in the Knowledge Graph.

Scripts can be used to execute any operations on elements that are dependent on complex
evaluations, and thereby ensure situation and application-specific requirements for the Knowledge

Graph. Most triggers are therefore usually project and Knowledge Graph specific; a consultation
should be performed for each individual case.

1.2.2.1. Activate trigger

In order to be able to work with triggers, the trigger functionality must first be activated in the
Knowledge Builder.

Instructions for the activation of triggers

1. Call up theSettingsfor the Knowledge Builder.

2. Select theSystentab there, and thélriggerfield.

3. Place a checkmark in tAgigger activatedield.
A Limit for recursivetriggers can be specified here. The default setting is ONoneO. Triggers that call
themselves are referred to as recursive triggers. This occurs when even operations in the

Knowledge Graph are implemented in the trigger script that, in turn, themselves match the filter
definition of the trigger.

Before activation of the trigger functionality, the Trigger folder in the technical area of i-views is
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calledTrigger (deactivated) The folder is renametriggers by the activation.

If the current user is used in triggers (e.g. in query filters or using the
corresponding script function) and the user does not execute operations in an

NOTE  application, but rather in the actual Knowledge Builder, then the Knowledge
Builder user account must be linked to a person object. The chapter Activation of
the rights system explains how a link like this is created.

1.2.2.2. The trigger tree

The trigger tree has the same structure as the rights tree. It is comprised of branches (subtrees),
which are comprised of filters and triggers. The filters are the conditions that must be checked for

the trigger to be able to be executed at the end of the subtree when all conditions to be checked

beforehand have been satisfied.

The trigger tree is queried for the data when each operation is performed D the tree is OtraversedO.
If a subtree applies to the access situation, then the trigger is executed. If the condition of a filter
does not apply to the access situation, then a switchover to the next subtree occurs. Once the
trigger action has been executed, traversal of the trigger tree continues, in contrast to the rights
system, which stops being worked through when an decider is reached. In order to define that no
other filters should be checked in the trigger tree after execution of an actionTrilgger no other
triggersbutton is used:

Symbol Function Description

o Trigger no other triggers  The traversal of the trigger tree is ended.

At the end of a subtree, no decider is available, in contrast to the rights system, but rather actions
are available.

Symbol Function Description

-;:f Define trigger A new trigger action is created.

The available trigger actions are:

¥ Enter log: A log entry is written.
¥ Execute script JavaScript A script file in JavaScript is executed.

¥ Execute script KScript A script file in KScript is executed.
Structure the trigger tree

The order in which you define the triggers when designing the trigger tree usually has no effect on
the performance of i-views. There are design recommendation for the rights tree, but these cannot
be applied to the trigger tree, as the trigger tree is further traversed after a trigger action has been
executed.
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To provide a clearer structure for triggers, they can be collected in organizing folders. The organizing
folders themselves do not affect the traversing of the trigger tree.

Symbol Function Description

tﬂ‘] Organizing folder Organizing folder for grouping subtrees

Example: trigger tree

This example shows a trigger tree that combines the names of persons and concerts automatically
from properties of the objects:

Y Modify or delete _&h
4 Person OOO

City, ,
R St AN
"y Execute trigger

This simple trigger tree begins with an operation filter and splits into two separate subtrees after
the operation filter. If either the modify or the create operation is executed, it is let through by the
operation filter. The persons subtree filters operations that are performed on attributes and
relations of person type objects. If the operation affects either the first name attribute or the last
name attribute, it is let through by the property filter. The corresponding script that compiles the
name attribute of a person from their first and last name is executed. The second subtree also
applies to the modify or create operation filter. However, it filters attributes and relations that are
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saved in company type objects. The property filter only lets operations through if they are
performed on the attributes or relations of the city, the street or the ZIP code. If these conditions
apply, the corresponding script that compiles the complete address string of the company is
executed.

This is what this trigger tree would look like in i-views:

4 37 Trigger
4 1} Create or modify
4 [J Person
4 /& Fore- and surname
=] Execute script
4 [ Company
4 [ City, street, ZIP code

=] Execute script

1.2.2.3. Create trigger

As described in the Trigger tree section, triggers consist of filters and trigger actions. These are
combined in such a way that a specific trigger action is executed only when it is required.

The following functions are available in the trigger area:

Symbol Function Description
New operation filter A new operation filter is generated.
New query filter A new query filter is generated.
New property filter A new property filter is generated.
New delete filter A new delete filter is generated.

New organizing folder A new organizing folder is generated.

New trigger A new trigger action is created.

O%X HNILT#

Trigger no other triggers A new OStopO folder is created. It ends the traversing of
the trigger tree.

When creating triggers, you should consider two fundamental properties of the trigger mechanism:

¥ Execution of a trigger script can cause further triggers to be triggered. This occurs if operations
in the Knowledge Graph are executed in the trigger script itself.

¥ After a trigger action has been executed, traversal of the trigger tree continues. All trigger
actions of the subtrees that apply to the access situation are executed.
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1.2.2.4. Trigger actions

Trigger actions are used to perform intelligent operations in the Knowledge Graph, which, for
example, automate or support work flows. However, they are only executed when the access
situation and the links in the Knowledge Graph assume a specific state defined by the filter.

Instructions for the creation of trigger actions

1. Select the position in the trigger tree at which the trigger action is to be created.

2. Used the button'v;:f to create a new trigger.

3. Select the action type from the list: Enter the log or execute the script (if you wish to execute a
script, select the script language).

4. The trigger is created as a subfolder of the currently selected folder.
Logging actions

In principle, there are three different possibilities for logging changes that have been initiated by
the trigger system:

¥ Log trigger:Special logging element that is used additionally to the respective trigger element
in order to log the trigger action itself. Advantage: The log trigger can be added quickly to any
script trigger, but an initialization file (*.ini) needs to be configured before. The log trigger is
described in the sub chapter "Log trigger".

¥ Script trigger with output in forms of "$k.log()"Within any trigger script, entries for logging
can be added by means of the $k.log method. Advantage: The log output can be defined in a
highly customized manner, restricted by the scope of the JavaScript APl only. The log
information is output within the "Script messages" dialog and/or in the respective logfile as
configured by the initialization file. For more information, see the JavaScript API
documentation.

¥ changelLog triggerA predefined registry key for a string attribute in combination with a
JavaScript method can be used for logging. Advantage: Log entries will be created in forms of a
"changelLog" attribute directly attached to the respective semantic element on which the
changes take effect, depending on the definition range of the changelLog attribute type. The
changelog trigger is described in the last sub chapter.

1.2.2.4.1. Script trigger

An operation parameter must be output for the script to be executed. In contrast to query filters,
only one operation parameter can be specified. Execution of the script starts on the element
contained in the operation parameter.

Time/type of execution
¥ Before the change: The trigger is executed before the operation is performed.

¥ After the change: The trigger is executed immediately after the operation has been performed.
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¥ End of transaction: The trigger is executed only at the end of the shared transaction.

¥ Job-Client: The Job-Client determines the time of execution.

Triggers that are executed for delete operations should preferablybesere the
changeas their time, as the element to be deleted will no longer be available
otherwise. For other operations, a more suitable timafier the changeor end of
transaction, as it is then possible, for example, to add a property to the newly
created element or automatically generate the name from various properties of an
object if one or more properties were changed.

NOTE

The import chooses the order in which the properties will be imported in i-views.
Therefore a trigger that is initiated durinthe import should not rely on the
properties being available in full.

Execute once only per operation parameter

If this setting is selected, the element selected in operation parameter is executed no more than
once per transaction. If this setting is chosen, the time of execution should be satdtoof
transactionso that the final state of the element is used in the script.

Example: For persons, the name of the object is meant to consist of the first name and last name.
With this setting, the trigger is executed only once if the first and last names are changed at the
same time.

Execution does not initiate trigger

This setting specifies that the operations executed within a trigger cannot initiate any further
triggers. This setting can be used to avoid endless loops.

Continue to execute script in case of script errors

If this setting is active, an attempt is made to restart after an execution error and continue with the

execution of the script. This setting is predominantly useful for scripts that are supposed to execute
instructions that are independent of each other, and not for scripts that build on previous steps of

the script.

Abort transaction if trigger fails

This setting defines the termination behavior in the event of script errors. If an error occurs while

the script is being executed and this setting is active, all actions of the transaction are reversed. If
this setting is not active, all actions are executed apart from the ones affected by the error. The
original action that led to the trigger being called is nevertheless written to the Knowledge Graph.

Execution during data refactoring

The term data refactoring describes operations for restructuring the Knowledge Grap@hamge
type or Choose new relation target
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Caution: Data refactoring operations can, in some circumstances, initiate unwanted trigger actions
and, in some cases, even generate errors during execution of the script. For this reason, it is
possible to set for each trigger whether it is to be executed during data refactoring.

Example for data refactoringReengineering to single-sided relation. Changing a relation type from
a double-sided relation into a single-sided relation causes a re-saving of relation targets. Although
this is not a factual change, this can trigger the execution of a trigger script that originally was
intended to react on relation target changes only.

Following processes are considered as data refactoring:
In the Knowledge Builder:

¥ "Choose new semantic element for property” (for attribute)

¥ "Choose new relation target" (at relation)

¥ Copying

¥ "Change subtypes into objects” (context menu "Reengineer")

¥ "Merge" (of nodes in Graph Editor)

¥ Relocating relations

¥ Change relation source/target in Graph Editor by means of Drag&Drop

¥ Converting relations from/to one-way relations
In general:

¥ Changing data storage of file attributes

¥ Changing relation source/target by RDF import
Deprecated:

¥ Behavior function "adsorbRelationTarget" (not needed anymore)

¥ Change relation source/target in edit view in web ui (pre version 5.4)
The function body for script triggers is created automatically.

The script has three parameters:

parameter $k.SemanticElemeThe selected parameter
nt / $k.Folder

access object Object with data of the change (new attribute value etc.)

user $k.User User who triggered the change

The following example sets the attributes with the internal name OchangedOn" / OchangedBy.O
OPrimary semantic core object" should be selected as the parameter here.
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E* @param parameter The chosen parameter, usually a semantic element

E* @param {object} access Object that contains all parameters of the

access

E* @param {$k.User} user User that triggered the access

|
function trigger

{

E  parameter . setAttributeValue
E

E if (userName)

E

E else

E parameter . attributes

. remove });

}

( parameter

parameter . setAttributeValue

, access , user)

(" modifiedAt ", new Date ());

var userName = $k.user (). name();

(" modifiedBy ", userName);

(" modifiedBy "). forEach (function (old) { old

The parameter "access” may contain the following properties (varies in each operation):

Property

accessedObject
core

detall
inversePrimaryCoreTopic
inverseRelation
inverseTopic
operationSymbol
primaryCoreTopic
primaryProperty
primaryTopic
property

topic

user

1.2.2.4.2. Log trigger

Description

Accessed element

Core object

Detail

Primary relation target
Inverse relation

Relation target

Oread," "deleteRelation" etc.
Primary semantic core object
Primary property

Primary semantic element
Property

Superordinate element

User (identical to OuserO parameter of the function)

If the user would like to monitor or document the trigger functionality for when which trigger was
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triggered and which operators were executed in the Knowledge Graph, log triggers are suitable. The
log is written to the respective log file (bridge.log, batchtool.log etc.) in the application environment
that the operation that triggered the trigger is performed in.

Lines of the log entry Current state of the Knowledge Graph

pre before triggering

post after triggering

end at the end of the transaction

commit when the transaction has been processed successfully

Log entries are used to retrace whether a trigger was executed in a specific access situation that
actually occurred, and what it did. In contrast to this, a test can be performed in the test
environment to determine whether a trigger would be triggered or not in a specific access situation,
without the specific access situation being performed.

The operability of the log trigger feature actually depends on how the logging is configured by the
respective *.ini file (kb.ini, mediator.ini, jobclient.ini).

Example:For logging the trigger actions when using a local Knowledge Graph wihout mediator, a
"kb.ini" file is needed with a minimum set of configuration parameters:

[Default]

logTargets = kblog
[kblog]

type = file

format = plain

file = kb.log

This initialization file creates a logfile called "kb.log" in the Knowledge Builder folder.

For more information about different configuration files, see the respective chapter about "i-views
services".

Instructions for the creation of log triggers

1. Select the trigger script that is to be logged in the trigger tree.
2. Using the-f:'{ button to create a trigger of typkogging in the trigger tree directly above the
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# X

Trigger « 3 Modify
Execute script 4 [ Knowledge Graph
Legging 47 \Logging

=] Execute script

Cancel

script trigger.
Example:

12.12.20819 14:15:51 #pre: Change value of attribute "e-mail" of "Person A" from "userl23giv.com” to "userl23@iv.com”
12.12.2019 14:15:51 #post: Change value of attribute "e-mail"” of "Person A" from "userl23@iv.com” to "userl@iv.com”
12.12.20819 14:15:51 #end: Change value of attribute "e-mail” of "Person A" from “"userl23giv.com” to "userl@iv.com”
12.12.2619 14:15:51 #commit: Change value of attribute "e-mail” of "Person A" from “userl23@iv.com” to “userl@iv.com”

Log entry that documents the change of the attribute e-mail using a trigger.

1.2.2.4.3. Changelog Trigger

If you want to monitor the activities that users perform on objects, you should set up a changelLog
trigger, also referred to as a change history.

For this purpose, you must first define a string attribute with the internal name OchangeLog.O This
changelog attribute must be defined for all elements for which it is to document user activities.

Change history = | Open

Click OOpenO to open the table showing who made the change, when they did so, what the change
is, to which semantic element it applies, and which value was used.

Date User Change Semantic element Property Value

Dec 12 2019 3:35:24 PM Create Person A knows about Object A

Dec 12 2019 3:35:12 PM Modify Person A e-mail user 1 @iv.com
Dec12 2019 3:35:09 PM Modify Person A e-mail user123@iv.com
Dec 12 2019 3:35:05 PM Modify Person A e-mail user123@iv.de
Dec 12 2019 3:34:54 PM Modify Person A e-mail user1 @iv.de

Since operation filters like "create relation”, "create relation half" or "delete

relation half" only apply to the relation origin (the semantic element itself), logging

of changing relation targets cannot be triggered. For this purpose, the trigger script
NOTE can be used if specified accordingly.

Modifications in attribute values will be logged only when they are created
(simultaneously when the attribute itself is created), but not when the attribute

value is deleted.
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The trigger must contain the operation filters that will log the change history, and the elements
where the attribute is to be visible.

The trigger script looks like this:

/**

E* Perform the trigger

E* @param parameter The chosen parameter, usually a semantic element
E* @param {object} access Object that contains all parameters of the
access

E* @param {$k.User} user User that triggered the access

**/

function trigger (parameter , access , user ) {
E $k. History . addToChangelLog ( access , parameter );

}

Example

A change log is to be saved in all objects in a Knowledge Graph. The aim is to log the modification,
creation and deletion of properties in the objects. First, an operation filter is created that reacts to

the operations ODelete attributeO, OModify attribute valueO, OCreate relationO, OCreate relation partO
and ODelete relation partO.

(e axe

Selected operations:

Create relation
Create relation part

Delete attribute

™ 1 [

Add Remove

Possible cperations:

In the next step, a query filter was defined to determine the Knowledge Graph on which operations
are performed.
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WoRR A+

Operation parameters:

Parent element

(® All parameters must match

(® Query must be satisfied
() Query may not be satisfied

o a Person

The OSuperordinate elementO operation parameter was added to the trigger script, because it
corresponds to the query filter.

The trigger rules (operation filter, query filter and trigger script) are located in the hierarchy tree as
follows due to their checking sequence:

4 37 Trigger
4 13 Modify
4 [ Knowledge Graph

=] Execute script

1.2.3. Filter types

With the aid of filters, the conditions are defined in the rights tree or in the trigger tree to allow
access situations to be restricted when a decider or trigger should be executed. New filters are
created under the node currently selected in the tree. This way, they are nested in each other.

The three filter types operation filter, query filter and property filter are available in the rights
system. In addition to the three basic filter types, the trigger area provides a specific filter B the
deletion filter.

There are different types of filters B when do we use which filter?

Symbol Filter Description

-ﬂ"-‘, Operation filter Filters the operations; selection from list

f; Query filter Filters elements by means of structured query
TEEP Property filter Filters relations and attributes; selection from list
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Symbol Filter Description

’:. Delete filter Filters the deletion of elements

Operations can only be determined using an operation filter. Users can only be determined using a
query filter. Properties can be determined using either query filters or property filters. The use of
property filters makes sense when properties should be filtered regardless of other properties in
the Knowledge Graph such as relations to the user. Above all, when large sets of properties are to
be filtered, it is more straightforward and clearer to do so in a list instead of in a structured query. If
relations to the accessed element or to the user are to be factored in, then a query filter must be
used.

Instructions for creating a filter

1. In the rights or trigger tree, choose the position at which you want to create a new filter.

2. Use the buttonsly%,, L2, TR or Y‘. to create a new filter.
3. The filter is created in the tree as a subfolder of the currently selected folder.

4. Assign a name to the folder.

1.2.3.1. Operation filter

To specify the operations for which an access right should apply or a trigger should be executed,
operation filters are required. By selecting the required operation it is possible to add it to or
remove it from the filter.
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B[EBVRGHQ Lo dm

Selected operations:

Delete attribute
Modify attribute value

Add Remove

Possible operations:

v All operators

v Create
Add translation
Create attribute
Create extension
Create folder
Create object
Create relation
Create relation part
Create type

v Delete
Delete attribute
Delete extension
Delete folder
Delete object
Delete relation part
Delete type
Remove translation

~ Modify
Change type
Modify attribute value

The operations are divided into groups. When you select the higher-level node of a group, all lower-
level operations are included in the filter. If, for example, you choos&tieateoperation, the filter
considers the operation€reate attribute, Create extensionCreate folder, Create relation Create
relation half, Create typeandCreate translation

The Operations chapter lists all available operations and also specifies which operation parameters
can be used in combination. The various operation parameters are explained accordingly in the
Operation parameters chapter.

1.2.3.2. Property filter

You can use property filters to filter attributes and relations. There are two different procedures for
using a property filter:

¥ Restriction on properties Specify the properties to which the condition is supposed to apply.
Subsequent filters or deciders of the subtree are only executed if the access property matches
the selected property.

¥ Exclude the following propertiesSpecify the properties to which the condition is not supposed
to apply. If the access property matches one of the selected properties, subsequent filters,
deciders or triggers are not executed.
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BEBRGHO %0

(® Restriction on attributes:

() Except the following properties:

Description

e-mail e-mail

knows about (Types of Knowledge Graph, Instances of Knowledge Graph) Supertypes: Attribute

MName Primary name Type: String
Defined for: Instances of Person
Attributes
Name: e-mail

Add Remove All Mone Edit

All properties  Generic properties  Attribute  Knowledge Graph  Relation  REST Configuration  View configuration

Possible properties:

Description
Action (Instances of Action) " Name
Action (Instances of Action) Supertypes: Attribute

Action (select) of (Instances of Table, Instances of Tree Node, Instances of Hierarchy, Instances of Property Type: String

Action of (Instances of Menu) Defined for: Instances of Top-level type

actionType Attributes

Activate actions from panel (Instances of Panel configuration) Average quantity (computed):
Activation mode 0.0082752613240418

Adapt to Specific Type Estimated number of objects: 19
Additional tab Name: Name

Additional tab (Instances of Additional tab) Relations

Additional tab panel attribute is property of. Name

Allow authorization header is property of. Name

Allow cookie

Allow query parameter

You can usdd and Removeto select the properties listed below. All properties below can be
selected usinghll . Noneremoves all selected properties. You can useERD#field to call up the
Detail editor of the attribute or relation that is selected in the top selection field. The Adlbs
properties, Generic propertiesAttribute, Relation, View configurationand Knowledge Graplare
designed to help users find the filtering properties more quickly. Kinewledge Graplab shows

all relations and attributes that the user has created.

1.2.3.3. Query filter

Query filters make it possible to include elements in the environment of the element that is to be

accessed. This allows not only individual properties, but also relationships between objects,
properties and attributes to be included in the rights or trigger definition. When using query filters,

it is necessary to specify an operation parameter to which the result of the structured query is
compared. All available operation parameters are explained in the Operation parameters chapter.

There are two ways to define query filters:

¥ Search condition must be metThis setting is selected initially. If the search result of the
structured query matches the operation parameter, the condition of the filter is met and
subsequent filters, deciders or triggers are executed.

¥ Search condition must not be metf the structured query returns the same element as the
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access parameter as its result, the condition is not met and the check of the rights or trigger
tree switches to the next subtree. If the result of the structured query differs from the result of
the access parameter, the condition is met and the subsequent filter, decider or trigger is
executed.

BEVRAKHO =#0

Operation parameters: Possible operation parameters:

Parent element © [(Super) type
Accessed element
Core semantic element "

() All parameters must match (®) Any parameter must match

(®) Query must be satisfied
() Query may not be satisfied

g no parameters

The objects of the type at the top left that match the search condition are the result of the
structured query. These are compared to the element that is transferred by the operation
parameter. It is possible to use access parameters in the structured query. They can be used, for
example, to include the user, accessed element etc. in the query.

During selection of the operation parameter it is possible to configure whether

¥ all selected parameters must applpl{ parameters must apply

¥ or only one parameter must applyOne parameter must apply

Initially, the settingAll parameters must applys selected. If, for example, the
operation parametersAccessed elemenand Primary semantic elementare

NOTE selected, the condition is met only if the result of the structured query is both the
accessed element and the primary semantic element of the operation to be
checked.

Example 1: Query filter in the rights system

A right should be defined that determines that already modified object may be read by everyone;
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unmodified objects, in contrast, may not.

3

Subtype A

x O modified at

Person A reads Object A

value before now

In this example, the user "Person A" would like to read "Object A". This operation is now checked by
the rights system. A query filter has been defined in the rights system which checks whether the
object has already been modified. The structured query of the query filter searches of objects of the
OSubtype AO type, with the restriction that the attribute Omodification dateO is in the past. The
structured query delivers all objects that meet this condition. If "Object A" is one of them, then the
check by the filter returns a positive result and the folder that follows the query filter (with a filter or
decider) is executed.

In the case of the query filter, the search condition settings must be met, and OAIl parameters must
applyO must be selected.

Example 2: Query filter in the rights system

In most cases, there is a connection between the user who wants access and the objects and
properties that the user wants to access. An example of this would be: OEmployees of a department
who look after a branch may edit all customers of this branch.O Another version of this example that
is illustrated below would be: OUsers who maintain an object may edit and delete this object.O
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° Person A

@ Object A
O e @
-@:
Q Subtype A
x O is maintained by

Person A deletes Object A

3

Person A

The left side shows a section of the Knowledge Graph: The object "Person A" is linked to the objects
"Object A", "Object B" and "Object C" via the relation "maintains”. The inverse relation of
OmaintainsO is Omaintained by,0 which exists between the objects OBjejetchB and ObjectC

and the object Person A, and is queried in the query filter. This relation in the Knowledge Graph
represents that one person maintains object data relating to "Subtype A".

BEVRGHO =x0

Operation parameters: Possible operation parameters:
Accessed element - (Super) type

Accessed element

v Core semantic element v

(® All parameters must match (O Any parameter must match

(®) Query must be satisfied
() Query may not be satisfied k] x

Access parameter

]
+ @Qsubtype A (Supen) type A
Accessed element

Core semantic element

Detail

Folder

Instances of

Inverse relation

Inverse relation type

Parent element

Primary core semantic element
Primary property

Primary relation target

Primary semantic element
Property

Relation target

Types of

User

View configuration ¥

{De)select all

< Cancel
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In this example, user "Person A" wants to delete "Object A". The corresponding query filter delivers
all objects of "Subtype A" that were maintained by a certain user as the query result. The current
user is transferred to the structured query as an access parameter. The OStructured queryO chapter
explains access parameters in structured queries. Hence the search in this access situation returns
all objects that were maintained by Person A. Since Object A is one of them, the query filter check
returns a positive result.

In this example, the access situation adds two aspects to the query filter: the object to be deleted
and the user. The query filter can thus be defined in two different ways. The object is either
transferred to the query filter as an accessed element and the user is used as the access parameter
in the structured query. Or the user is transferred to the query filter as the operation parameter
OUserO and the object is used as the access parameter OAccessed elementO in the structured query.

1.2.3.4. Delete filter

Delete filters are only available for defining triggers. They are used for testing in a deletion situation
whether the higher-level element is also affected by the delete operation. For example, you want a
trigger to not be executed if an object including all its properties is deleted but a deletion filter must

be used if a certain property of the object is deleted.

BEURAHO =40

Operation parameters: Poscible operation parameters:
(Super) type "
Accessed element
Core semantic element v
®) All parameters must match () Any parameter must match

(®) Mot covered by deletion
() Covered by deletion

When defining a delete filter, at least one operation parameter must be specified which determines
which deletion of an object is to be tested.

¥ All parameters must applyAll specified operation parameters must apply. For example, if two
operation parameters are specified (accessed element and primary element), then it is checked
whether the delete operation applies to both the accessed element and the primary element.
This can only be the case if the primary element is also the accessed element.

¥ One parameter must apptyOnly one of the specified operation parameters has to apply.

In most cases, the operation parameter offers a superordinate element or primary
NOTE  object because a check is to be performed as to whether only the property is
deleted or if the property is deleted because the entire object has been deleted.
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¥ Not affected by the delete operationThe condition of the filter is positive if the element
transferred in the operation parameter is not deleted in this transaction.

¥ Affected by the delete operationThe condition of the filter is thus positive if the element
transferred in the operation parameter is deleted in this transaction.

Example: Delete filters in triggers

In this example, a trigger is only to be executed if the city, street or ZIP code of a company is
modified or deleted, but not if the object containing the properties is deleted. The seltg
covered by deletionis used for this purpose. If the delete operation affects the superordinate
accessed element, which in this case is the company object itself, then the checking of the subtree
is aborted because the filter has returned a negative result.

Opnunard =&0
YrYy 2 ¥Y
ﬁ FOLDER Operation parameters: Possible operation parameters:
%= KNOWLEDGE GRAPH Parent element © (Super) type 2
. Accessed element
TECHNICAL -
Core semantic element v
Ao
» & Rights (@) All parameters must match () Any parameter must match
437 T
rgger = = (@) Not covered by deletion
“ Deleting object? () Covered by deletion
4 [J Company

4 /& City. street, ZIP code
[=] Execute script

The superordinate element operation parameter is used along with the Not affected by the delete
operation setting.

R Company OOO
L Tc City, street, A‘.A

ZIP code

Person A deleting
‘;C.f Execute trigger

In this example access situation, the ZIP code attribute with the value 0123450 in the OCompany XO

object is deleted. The object itself is not deleted. The OCompanyO query filter, which is defined by the

OSuperordinate accessed elementO operation parameter, and the OCity, street and ZIP codeO

property filter receive a positive response. The subsequent delete filter also returns a positive
response, as the object containing the property (superordinate accessed element) is not affected by
the delete operation B in line with the ONot covered by deletionO setting of the delete filter.
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In this access situation the OCompany XO object is deleted by user Person A. Deleting the object
automatically deletes all properties of the object B and thus all attributes of the object as well. The
check of the trigger tree is executed for the deletion of both the object and the attribute. The
OCompanyO query filter and the OCity, street and ZIP codeO property filter are fulfilled for the delete
process of the attribute in the check of the trigger tree. The delete filter itself is not fulfilled in this
situation, as the OCompany XO object containing the OZIP code 123450 property is deleted.

Use of delete filters makes sense, for example, if the trigger script compiles the name of the object
from its properties. As a result, the name of the object is not modified several times when the
properties of the object are deleted; instead, the object and all related properties are deleted
without the script for compiling the name being executed. This usually saves unnecessary
calculation times and can make sense in specific application scenarios, e.g. if the trigger sends an
email notification that an object has been renamed (and this avoids sending numerous
superfluous emails regarding the name change).

1.2.4. Operation parameters

Operation parameters control the element to which the result of the structured query for the
condition check should be compared in query filters. In the simplest case, the result is compared to
the element that is to be used to execute the operation to be checked. Operation parameters can
be used to modify the transferred element. You can choose the current user or elements from the
element environment that will be used as the comparison element for the query filter.

They are also used, among other things, in delete filters and script triggers. Based on the element to
which access is executed, they specify there the element on which the script is to be executed, or
on which the deletion of elements (and which elements) is to be filtered.

When is this useful? It can be essential if you cannot use an element from the environment of the
affected object instead of the object itself for comparison: when, for example, you want to check
access rights for creating new objects or types. It is not possible to define a structured query that
returns the object that has not been created yet. In this case, the query filter must be compared to
something else, i.e. the type of object to be created and, in case of object types, to the super-type
of the type to be created.
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(Super) type

Accessed element

Application

Core semantic element

Folder

Inverse relation

Inverse relation type

Parent element

Primary core element

Primary element
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Description

In the case of types, the (super) type is the super-type of the
type. In the case of objects, the (super) type is the type of the
object type. In the case of attributes or relations, the (super)
type is the type of the property.

Theaccessed elemei the element affected by the operation.

Objects of the type "application” (to be found within TECHNICAL
> View configuration > Object Types > Application).

If the higher-level element is an extension, then thkere
semantic elements the object on which the extension is stored.
Otherwise, the core semantic elements identical to the
accessed element.

The Folder operation parameter is the folder affected by the
operation.

If the property affected by the operation is a relation, the
parameter contains the inverse relation half.

Theinverse relation types the type of the inverse relation. This
can be used for the generation of relations.

The parent elementis the object, the type or the extension
affected by the operation. In the case of properties, tharent
elementis the object, the type or the extension on which the
property is saved.

If the accessed element is a meta property and the parent
element is a relation, the following needs to be obeyed:

¥ Due to the symmetric storage of meta properties at relation
halves, the returned direction of the relation is not unique
for double-sided relations (= conventional relations) or
symmetric relations. In this case, the required relation half
needs to be determined by means of a script or a structured
query.

¥ In case of single-sided relations, the parent element is the
real relation half (meaning: not the virtual relation half).

If the primary element is an extension, then tpemary core
elementis the core element of the extension. Otherwise, the
primary core elemen identical to the core semantic element.

If the superordinate accessed element is a property,ghimary
elementis the object, the type or the extension on which the
property is stored (transitive). Otherwise, tipgimary elements
identical to superordinate element.
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Operation parameter Description

Primary property In the case of meta properties, thprimary propertyis the
property closest to the object, type or extension. Otherwise, the
primary propertyis identical to property.

Primary relation target The primary relation targetis the primary semantic element of
the relation target.

Property Thepropertyis the property that the operation affects (attribute
or relation). If the operation is performed on an object, type or
extension, the operation paramet@ropertyis blank.

Relation target If the property affected by the operation is a relation, the
Relation targetparameter contains the relation target of the
relation half. (The source of the relation would be the higher-
level element in this case.)

User Theuseris the object of the users which executes the operation.

1.2.4.1. Operation parameter (Super) type

The O(super) typeO parameter is used, for example, if operations that create new elements are to be
checked in the rights system. When elements are created, the query filter cannot be defined so that
it finds elements that have not been created yet. The query filter must work on the super-type or
type of the element to be created. During the creation of objects, attributes and relations, the type

of the objects, attribute or relation is used. For types, the super-type of the type to be displayed is
used.

Accessed element (Super) type

Object or extension The type of object or extension
Type The super-type

Property The type of property

1.2.4.2. Operation parameter Accessed element

The accessed element is the element of the Knowledge Graph that is currently being accessed. For
query filters in the rights system, for example, the accessed element is the element that is to be
accessed by an operation. When checking an access situation, the element is then transferred to
the query filter on which the operation is supposed to be executed. The query filter then compares
the accessed element to the result of the structured query.

1.2.4.3. Operation parameter Application

The operation parameter "Application” refers to the application context within which the element is
actually being accessed. Examples for applications are the Knowledge Builder or the
Viewconfiguration mapper.
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Accessed element Application

Object, type or extension Object of the currently used application

1.2.4.4. Operation parameter Core semantic element

The core element is used when work is done with extensions. Instead of the extension, the core
element delivers the object to which the extension is saved.

Accessed element Core object
Object, type or property The actual accessed element
Extension The object to which the extension is saved

1.2.4.5. Operation parameter Folder

If a folder from theFolderarea of the Knowledge Graph is to be transferred to the search as a
parameter, the Folder operation parameter must be used.

Accessed element Folder

Folder The actual accessed element

Object, type, extension oBlank
property
1.2.4.6. Operation parameter Inverse relation

The inverse relation is the Oopposing directionO of a relation half. If the relation half is considered as
directed graphs, then there is a relation between two opposing graphs (the Oforward directionO and
the Oreverse directionO of the relation) that is attached between two elements. The inverse relation
is therefore the opposing relation half. The inverse relation has the relation source of the relation
half as its relation target and vice-versa.

Accessed element Inverse relation

Relation half The inverse relation half

Object, type, extension oBlank
attribute

1.2.4.7. Operation parameter Inverse relation type

The inverse relation type is the type of the inverse relation.

Accessed element Inverse relation type

Relation half Type of inverse relation half
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Accessed element Inverse relation type

Object, type, extension oBlank
attribute

1.2.4.8. Operation parameter Parent element

The semantic element is used if the direct properties of an element are to be retrieved.

Accessed element Superordinate element

Object, type or extension The actual accessed element

Property Object, type or extension on which the property is stored
Meta-property Property on which the meta-property is stored

1.2.4.9. Operation parameter primary core element

If you want the corresponding object or type to be addressed for an accessed element, you must
use the primary core element. In contrast to the primary element, no extensions are
addressed/permitted when using the primary core element. In case of extensions as accessed
element, the core object is output.

Accessed element Primary core element
Extension The object to which the extension is saved
Object or type The actual accessed element

Property or meta-property ofThe object to which the extension is saved
an extension

Property or meta-property ofPrimary semantic element - object or type to which the property
an object or type is saved (transitive)

1.2.4.10. Operation parameter primary element

The core semantic element always delivers an object, type or extension. If the core semantic
element is executed on meta properties, the properties are processed transitively until the object,
type or extension to which the properties are appended is found.

Accessed element Core semantic element

Object, type or extension The actual accessed element

Property Object, type or extension on which the property is stored
Meta-property Object, type or extension on which the property is stored on

which in turn the meta-property is stored (transitive)
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1.2.4.11. Operation parameter Primary property

The primary property is always a property. It resembles the primary semantic element in that it
transitively processes meta properties. However, it delivers the last property that precedes the
primary semantic element, that is, the property stored directly on the primary semantic element.

Accessed element Primary property
Property The actual accessed element

Meta-property  (or  meta-The property that is closest to the object, type or extension
property of a meta-property)

Object, type or extension Blank

1.2.4.12. Operation parameter Primary relation target

In contrast to the primary semantic element of a relation half, the primary relation target is not the
object, type or extension on which the relation half is located but the object, type or extension to
which the inverse half of the relation is connected.

Accessed element Primary relation target

Relation half The primary semantic element of the relation target (object, type
or extension on which the inverse relation half is stored)

Relation half whose relatiorThe primary semantic element of the relation target (object, type
target is a property or metaor extension of the meta-property or property on which the
property inverse relation half is stored)

Object, type, extension oBlank
attribute

1.2.4.13. Operation parameter Property

Attributes and relations are understood to be properties. The operation parameter contains the
attribute or the relation on which the operation is performed. If the operation is performed on an
object or type, the operation parameter property is blank.

Accessed element Property
Attribute or relation The actual accessed element
Object, type or extension Blank

1.2.4.14. Operation parameter Relation target

The relation target is not the source, but rather the OtargetO of a relation half. It can also be
considered the inverse relation half.
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Accessed element Relation target

Relation half The relation target is the relation source of the inverse relation

Object, type, extension oBlank
attribute
1.2.4.15. Operation parameter User

The OUserO parameter is always the user object of the user who is currently logged in, regardless of
the accessed element. For this purpose, the Knowledge Builder account must be linked to a
Knowledge Graph object. The chapter on activation of the rights system describes how this link is
created.

Accessed element User

Object, type, extension o00Object of the user who is currently logged in
property
1.2.4.16. Examples: The use of operation parameters

Example 1: Accessed element and property in the rights system

The example below shows the access situation on the left side and the corresponding query filter
on the right side.

Access situationPerson A wants to change the attribute ZIP Code of company X.

Query filter: All attributes created by a certain user are filtered. In the structured query, the access
parameter OUserO is used, which restricts the objects of user to the person who wants to execute
the operation. This corresponds to all attributes that were created by Person A.

Checking the access right$o check the access rights, the attribute (accessed element/property)
on which the operation is to be executed is transferred to the query filter. If this attribute is
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included in the set of search results, the query filter check returns a positive result.

Operation parameter:The attribute Duration is transferred to the query filter. In this case, both the
operation parameter OAccessed elementO and the property can be used because the attribute OZIP
CodeO is actually a property and represents the accessed element of the operation.

Example 2: Superordinate element and primary semantic element in the rights system

This example shows the access situation on the left side and the corresponding query filter on the
right side.

Access situationPerson A changes the Zip Code attribute, which currently has the value 12345 and
is part of the Company X object.

Query filter: The query filter is defined in such a way that it searches for all objects that were
created by a specific user; the currently logged-in user is the accessed element. Accordingly, the
query filter finds all the objects created by Person A.

Checking the access rightH:the result set of the query filter contains Company X, the following
folder (filter or decider) is executed.

Operation parameter: Use of the OSuperordinate elementO operation parameter has the effect
that, instead of the OZip CodeO attribute to be changed being transferred to the query filter, the
object in which it was defined is transferred to the query filter. This is the case for Company X.

In addition to the superordinate element, it would also be possible to use the OPrimary semantic
elementO operation parameter in this case. The OSuperordinate elementO operation parameter
would have the result that all properties and the object itself are rated positive by the filter. In
addition, the OPrimary semantic elementO operation parameter would also permit meta properties
of the object, no matter how many properties are between the object and the meta property.

Example 3: (Super) type in the rights system

The example shows the access situation on the left-hand side and the query filter applied in this
situation on the right-hand side.
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P'
ZIP Code
: ZIP Code Company X
12345

Person A creating

Access situationPerson A wants to create the attribute Zip Code on the object Company X. The
value is to be 12345.

Query filter: The query filter returns the attribute type OZIP CodeO.

Checking the access righti:the attribute to be created has the OZIP CodeO type, the check of the
query filter returns a positive result.

Operation parameters:When creating elements, it is not possible to define a query filter that
returns the element to be created and is thereby able to check the access rights. This means that a
different operation parameter must be chosen as the accessed element when creating elements.
The O(super) typeO operation parameter is suitable in these situations. In this example, the attribute
type is used, which is the ZIP Code attribute type.

Example 2: Superordinate element and primary semantic element in the rights system

This example shows the access situation on the left side and the corresponding query filter on the
right side.

Object

ﬁ created by
ZIP Code
12345

Company X

Person A User x

Person A

by

Access situationUser Paul changes the Length attribute, which currently has the value 02:30 and is
part of the Song X object.
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Query filter: The query filter is defined in such a way that it searches for all objects that were
created by a specific user; the currently logged-in user is the accessed element. Accordingly, the
query filter finds all the objects created by Paul.

Checking the access rightd:the result set of the query filter contains Song X, the following folder
(filter or decider) is executed.

Operation parameter: Use of the OSuperordinate elementO operation parameter has the effect
that, instead of the OLengthO attribute to be changed being transferred to the query filter, the object
in which it was defined is transferred to the query filter. This is the case for Song X. In addition to
the superordinate element it would also be possible to use the OPrimary semantic elementO
operation parameter in this case. The OSuperordinate elementO operation parameter would have
the result that all properties and the object itself are rated positive by the filter. In addition, the
OPrimary semantic elementO operation parameter would also permit meta properties of the object,
no matter how many properties are between the object and the meta property.

Example 3: (Super) type in the rights system

The example shows the access situation on the left-hand side and the query filter applied in this
situation on the right-hand side.

Access situationUser Paul wants to create the attribute Length on the object Song X. The value is
to be 02:30.

Query filter: The query filter returns the attribute type OLength.O

Checking the access rightH:the attribute to be created has the OLengthO type, the check of the
query filter returns a positive result.

Operation parameters:When creating elements, it is not possible to define a query filter that
returns the element to be created and is thereby able to check the access rights. This means that a
different operation parameter must be chosen as the accessed element when creating elements.
The O(super) typeO operation parameter is suitable in these situations. In this example, the attribute
type is used, which is the Length attribute type.
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1.2.5. Operations

Operation filters can be used to specify operations that are then permitted in the filter process of
operation filters. If a different operation is executed in the access situation than specified in the
operation filter, the system switches to the next subtree when traversing the rights or trigger tree.

The general operationGreate, Read, Modify and Deleteconsist of multiple individual operations.

If one operation group is prohibited, that means that all the operations it contains are also not
permitted; vice versa, if an operation group is permitted, all the operations it contains are
automatically permitted as well.

The table shows an overview of all available operations that can be applied in operation filters.
Depending on the operation, only specific operation parameters can be used in query filters. These
are specified in the OOperation parametersO column.

Derived operation parameters such as primary semantic elements or primary
NOTE semantic core objects, for example, can be used whenever the parameter from
which they are derived can be used.

Special features of triggers\No read operations can be used for triggers. In addition, the operation
groups Display of objects (operation: Display in graph editor) and Edit (operation: Validate attribute
value are not available for triggers.

In addition, the OAccessed elementO operation parameter is available for triggers in the OCreateO
operations if the time/type of execution is set Adter the changeor End of transaction

Operation group Operation Operation parameter

Display of objects Display in graph editor Accessed element

Edit Validate attribute value Accessed element, property,
superordinate element,

(parameter to be checked:
attribute value)

User-defined operation

Create Create attribute (Super) type, superordinate
element
Create extension (Super) type, superordinate

element, core object

Create object (Super) type
Create folder Folder
Create relation (Super) type, superordinate

element, relation  target,
inverse relation type
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Read

Delete

Modify
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Operation

Create relation half

Create type

Add translation

Operation parameter

(Super) type, superordinate
element, relation target

(Super) type

Accessed element, property,
superordinate element

Read all objects/properties of &Super) type

type
Read attribute

Read object

Read relation

Read type

Delete attribute

Delete extension

Delete object

Delete folder

Delete relation half

Delete type

Remove translation

Modify attribute value

Modify folder

Accessed element, property,
superordinate element

Accessed element,
superordinate element

Accessed element,
superordinate element,
property, inverse relation,
relation target, inverse relation
target

Accessed element,
superordinate element

Accessed element,
superordinate element

Accessed element, property,
superordinate element

Accessed element,
superordinate element

Folder

Accessed element, inverse
relation, property,
superordinate element, relation
target, inverse relation target

Accessed element,
superordinate element

Accessed element, property,
superordinate element

Accessed element, property,
superordinate element

Folder
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Operation group Operation Operation parameter

Modify schema Accessed element,
superordinate element

Change type Accessed element,
superordinate element

Use tools Export is no longer evaluated
Import is no longer evaluated
Edit/execute script is no longer evaluated

Read objectThe operatiorRead objects used to display objects for the corresponding object type
on the Objects tab. The operation does not prevent the display of the object when it is called up
using a linked object. In this case, the operations for propefRead attributeand Read relation

then apply.

Read all objects/properties of a typ&his operation specifically controls the access rights check
when processing a structured query. A structured query checks all intermediate results by default. A
search for all employees with a wage greater than "10,000 would therefore not result in any hits
when the wage cannot be read, even if the corresponding employee objects could be read. This
response is often preferred, however is seldom performant. In the case of an extensively configured
rights system in particular, processing of which requires a lot of processor capacity, we recommend
using a control that does not require intermediate results of a structured query to be checked
because a check of the final results is sufficient. In most Knowledge Graphs, permission can be
issued for all property types (Otop-level type for propertiesO).

Operation parameters:

(Super) type

(®) All parameters must match

(® Query must be satisfied
() Query may not be satisfied

#* | Top-level property type

To examine which intermediate results are checked, this information can be made to appear in a
structured query. This is done using OSettings#Personal#Structured query#Show access rights
checksO.

Validate attribute valueThe operatiorvalidate attribute valugs used when the attribute value to
be set must satisfy certain conditions. The definition of the condition for the attribute value is made
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in a structured query.
Case example of a configuratioithe entered age of a webuser must be greater than zero.

Configuration by means of the structured query in the rights system: the attribute "Age [years]"
contains the condition "value > 0".

Configuration in the rights system: If the query condition is satisfied, then the value can be stored -
this is done by configuring a positive stopmarker "Access granﬂl", for all other cases the
storage is denied by using the stopmarker "Access den?kd"- which in this case is renamed to
"Value must be positive" for displaying the validation message.

The name of the stopmarkefk (here: "Value must be positive") is going to be

NOTE . L Lo
displayed by the validation mechanism in the web frontend.
Ounwagart =40
W/ FOLDER Operation parameters: Possible operation parameters:
_:_ KNOWLEDGE GRAPH Parent element < (Super) type 8
Accessed element
TECHNICAL Application v

-
4w Rights @ All parameters must match O Any parameter must match
» £ Objekte anlegen

» W] View configuration B

i O Query may not be satisfied
» W) View Configuration Mapper

» &) REST * |® webuser

» £} Alle Objekte/Eigenschaften des Typs lesen D At # & Age years] Q B > l:l
4 £} Validate attribute value
4 [ Value greater than zero
A Access granted
T Value must be positive
R Grant access
» % Registered objects
» 4% REST
» W View configuration
» £ Entire Knowledge Graph
» £¥ Core properties

< >

Community

Display in the web frontend: when entering a wrong value, the validator returns a yellow warning
message with the name of the stopmarker directly underneath the related property edit input field:

Warning!
= There are validation errors so that saving the values is not possible.

User
User m

-1

<

Value must be positive

Two possible definitions are available there for validation of the attribute value:

¥ Condition for the attribute value to be seThe new value of the attribute can be validated by a
comparison with a specified value in the structured query.
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/N Attribute ¥R |46 Factor £ Value £ |40 Example: The
attribute value may only be less or equal to 4.0.

¥ Compare with the attribute value to be sefThis compares the current value with the new
value. O\ Attribute ¥R | Amount | ¥k current value = new value

Example: The new value of the attribute age may only be greater in this case. Smaller values are
not permitted.

¥ Compare the value to be set with the result of a script: This initially determines a comparative
value by means of a script.

£\ Attribute 4R | Release date | (=] new attribute value > Script date today
The script is called using a parameter object that contains the following properties:

Property Value

attributeValue Value to be set

property Property to be changed (attribute)
topic Element of the property

user User who sets the value

Different comparative operators are available for the validation, which can be used to check the
attribute value to be set with another value. If the new value does not match the defined condition,
the filter check produces a negative result when the initial setBagrch condition must be satisfied
has been selected.

Modify schemaThe modify schema operation concerns changes to the definition area of relations
and changes to the type hierarchis(@a subtype oéndis a super-type afelations).

1.2.5.1. Example: The use of operation groups in the right system

This example shows how groups of operations (read, generate, modify, delete) can be used sensibly
when defining rights. All operations are to be prohibited for the Company type and its objects. This
includes the following actions:

¥ Deletion of the object type Company

¥ Deletion of specific company (objects of Company)

¥ Deletion of attributes that occur on a company

¥ Deletion of relations that occur on a company (relation target and source)

¥ Deletion of extensions that extend objects of Company

¥ Deletion of attribute and relation types that have objects or subtypes of Company as their

definition area

For example, if all delete operations for an object and the corresponding type are to be prohibited,

88



Technical Handbook i-views 6.0 - 1.2. Access rights and triggers

you have to ensure you cover all delete operations by means of the corresponding parameters
when selecting the operation parameters in the query filter of the right:

vz
@
N

53 [@ comoam
5 4 5

Accessed element Core element Parent element

C=

Object type

Extension b

[is property of] a

Attribute

Object Rey
a;,-o’r ZIP Code: 12345

Company A
Relations

Employee A

The only condition of the query filter used is the object type Company, for which the setting
Instances and Subtypes is selected. The operation parameter OAccessed elementO covers the object
type OCompanyO and all objects that belong to this type. The parameter Core object covers the
extension objects that belong to copanies. Attributes and relations are covered by the operation
parameter OParent element.O

In the rights tree, the operational filter for the delete operation comes first. This is followed by the
query filter depicted below and finally the decider OAccess refused.O

BEBRRAHO =&0

Operation parameters: Possible operation parameters:

Accessed element < {Super) type -
Core semantic element . Accessed element

Parent element Core semantic element v
(O All parameters must match (® Any parameter must match

(®) Query must be satisfied
() Query may not be satisfied

+ &) Company no parameters

Query filters used in the example: OCore object,0 OSuperordinate elementO and OAccessed elementO
have been selected as operation parameters. The settings used are OOne parameter must applyO
and OSearch condition must be met.O

Extension of the right with attribute and relation types
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A thus defined right covers all but one of the above described requirements on the right. Only the
deletion of attribute and relation types that have been defined for objects and subtypes of songs
are not taken into account in this definition of rights.

The definition of rights is extended with the following filter:

B EBRAHO =

Operation parameters: Possible operation parameters:

Accessed element = (Super) type
» | Accessed element
Core semantic element "

(®) All parameters must match (O Any parameter must match

(®) Query must be satisfied
i) Query may not be satisfied

o |(; Top-level property type |

& Relation ## |&® Defined for | @) has Target 4

The query filter includes all property types (attribute and relation types) that have been defined for
objects or subtypes of company. In the query filter definition, the parameter OAccessed elementO and
the setting OSearch condition must be metO are used.

1.2.6. Testbench

When theRightsfolder is selected in th8ystemarea, theSaved test casesnd Configuretabs are
available in the main window. The test system area is found irStneed test casesb. The test
system for triggers is called in tAeiggersfolder by means of th8ystemarea.

Saved test cases can be tested again here. The test interface in which the test cases can be defined
can be called using th@pen testbenclbutton.
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BERISTRT =#U

Test cases _Tonfigure

Test caszes:

Description Expected result Result Decisicn path

(Super) type: Subtype A; Detail: -; Parent elerr  Access granted

Open Testbench ;

Check Open Remove E

In addition to the functionalities that are described in the following chapters, Testing an access
situation and Defining test cases, there is the option of testing access rights directly on an object or
type. Select the access rights function using the context menu (right click). The following menu

items can be selected there:

¥ Object: All operations (modify, delete, read and display in graph editor) are tested on the
object and their result is output.

¥ All: All operations (modify, delete, read and display in graph editor) are tested on the object
and all their properties (attributes and relations) are tested.

¥ Rights system test environmentThe test environment for checking rights opens.

1.2.6.1. Test the access right situation

Two areas are relevant for testing the rights system and the trigger functionality:

¥ The actual test environment: The test environment offers the option to test the access rights or
when a trigger is executed for a certain test case.

¥ The Saved test casewb: This lists the test cases and makes them available for subsequent
checking.

Instructions for opening the test environment

1. Select the foldeRightsor Triggersin the Technicalarea in the Knowledge Builder.
2. If you are working in the rights system, select 8wred test casaab in the main window.
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3. Click Open test environmentbottom right) so that the test environment opens in a new

window.

The test environment is comprised of several areas: The user and the element to which the
property that is to be checked is attached is defined in the upper area. The elements can be an
object, a type or a property (when this is transferred as an element).

The propertiesarea lists all properties of the selected element. Non-italic properties are specific
properties that are already on the object or the property. Italic properties, in contrast, are
properties that can be created based on the schema, but have not yet been created. If creation of a
new property is to be tested, the property in italics must be selected.

The operation that is to be tested can be selected in @merationwindow. Depending on the
parameters selected, checking rights either is possible or not.

If a property of a property, this being a meta-property, is to be tested, then the
property must be marked in the property window and the elemenbutton must

NOTE

be selected. In the case of relations, for example, the specific relation between two

objects or properties is selected as an object. All properties of the specific relation
are now available in the properties window. (This can also be done with
attributes.) TheSem. elemenbutton can be used to reverse this step.

User: Persoen A
Element Subtype A
Relation target

Inverse relation
Properties

Estimated number of objects: 3
lcon: Apng

MName: Subtype A

Color

Estimated number of objects
fcen

Name Primary name

RDF-1D

RDF-URI

<

Use as element

Open Test case

Element Property Operation
- Create ohject

Parent

Operation

S All operators

~ Create
Add translation
Create attribute
Create extension
Create folder
Create object
Create relation
Create relation part

Create type

Access granted Decision path Time
Yes Rights -» Create -» Objec 2

The result of the test is displayed in the bottom window. Teeckbutton must be selected for
this. The results window displays all tested cases.

¥ Element the object, the type or the property on which the property is defined.
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¥ Property: the specific property that is to be tested (is blank when italic properties are tested)
¥ Operation: that operation that is to be tested

¥ Access allowedthe result of the test in the test case

¥ Decision path the corresponding folder which leads to the test result

¥ Time: the time required for the rights check

When testing relations, the relation, the inverse relation and the both relations

NOTE
halves are generally tested separately.

1.2.6.2. Define test cases

In order to monitor the functionality of the rights system, it is possible to save test cases. This is
particularly important if changes are made to the rights system and you want to check afterwards
whether the new result still matches the expected result. All saved test cases are displayed on the
Saved test casdab. There it is possible to check all test cases at the same time.

Instructions for defining a test case

1. In the test environment, select the element and the property you wish to check.
2. Select the operation to be tested.
3. Press theCheckoutton. Now the access rights are tested for the delivered parameters.

4. In the results output, choose the test case you want to save. (You can only ever save one
operation as a test case.)

5. Press the Test case button. The selected test case is saved and is available for future checks.

Test multiple test cases simultaneously
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Test cases  Configure

Test cases:
Description Expected result
(Super) type: Subtype A; Detail: -; Parent €l Access granted

(Super) type: Subtype A; Detail: -; Parent elerr  Access granted
(Super) type: Subtype A; Detail: -; Parent elerr  Access granted

Open Remove
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Result

Access denied
Access granted
Access granted

Decision path

Rights -» Create -» Objects of Subtype A -» User -» Ac
Rights -> Create -> Objects of Subtype A -> Key-user -
Rights -> Grant access

Open Testbench

Screenshot with saved test cases, the second test case is displayed in red.

All test cases whose test result matches the expected test result are displayed in green. If a test case
is displayed in red, the result of the check differs from the expected test result. The expected test
result is determined by the fact that the check of the test case was performed for the first time
during the definition of the test case. The result of this first check is displayed as the expected result
during later checks of the test case. In the test system, the expected result is githess
permitted or Access refusedfor triggers, the expected result is eithErecute scripor Onothing

happensO in the form of a hyphen.

Saved test cases can be deleted viRégmove If you want to edit a test case, you can use@pen
test environmentbutton to do so. In that case, all the parameters of the test case are transferred to

the test environment.
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1.3. View Configuration

The view configuration makes it possible to configure various views of the data in i-views. The
configured views are deployed in applications. It is possible, for example, to display sections of the
Knowledge Graph or create specific compilations of data (e.g. in forms, tables, results lists etc.).

This allows us to answer the following questions, for example, and create the required views with
view configurations:

¥ How should the properties of specific objects be displayed?

¥ In what order should the properties be displayed?

¥ When we create a new object, which attributes and relations should be displayed in such a way
that they cannot be overlooked and thus not filled out?

¥ What should the list of objects for a type look like?

¥ Should it even be a simple list, or should the objects be displayed in tables?

¥ Which elements should be displayed in the individual columns?

¥ Should relation targets be displayed directly? Or only specific attributes?

¥ Should we define different tabs that summarize properties and attributes that go together? E
Example: Specific persons have the properties Name, Age, Gender, Address, Phone number, Email,
Cell number, Faxknows , is friends withand is a colleague of Now we can use the view
configuration to create more structure for the data view by defining a tab with the heading
OGeneral informationO, which contains the name, age and gender; a tab with the heading OContact

dataO, which contains the address, phone number, email, cell number and fax; and a tab with the
heading OContactsO, which containktievs, is friends withandis a colleague oproperties.
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@ Downtown City
has location
Company A
is employee of
@ Gzt A
° knows about . Perscnll
knows about Person A
knows about Attributes
- Change history: o:MA:2019-12-12T14:34:54:e1D370_12 ...
@ Object B e-maik: user] @iv.com
Name: Person A
Relations
is employee of: Company A
@ Object € knows obout: Object A

knows obout: Object B
knows about: Object C

Details Knowledge and Skills

Personal information Professions
Personal information Professions

ame Person A » is employee of Company A

e-mail = |user1@iv.com Object A

Add attribute Cbjectt

Object C

Example of a view configuration. Upper part of screenshot: Unconfigured section of an object in the
graph view with all its properties. Lower part of screenshot: Configured view of the same object,
where the properties that go together have been grouped, unimportant relations have been left out,

and similarity relationships are displayed directly.

One special case of view configuration is the configuration of the data view in the Knowledge
Builder, because the Knowledge Builder is also an application which allows various data views. This
is helpful if we want to use the Knowledge Builder as a preview in order to try out specific
configurations. The view configuration in the Knowledge Builder can be configured so that
important properties that need to be added can be requested in a clearly visible way, for example
the detail pages for objects. This is particularly helpful if data are to be collected systematically.

1.3.1. Concept

The concept of i-views is that semantic elements can be used for configuration. The views in the
Knowledge Builder are generated with the help of a preset view configuration.

1.3.1.1. View Configuration

The purpose of the view configuration is to format the data of the Knowledge Graph for
applications in such a way that it can be displayed either in Knowledge Builder or as an application
in the web front-end via a bridge.

In the Knowledge Graph, special Oview configurationsO can thus be created for use in Knowledge
Builder and for applications such as the ViewConfiguration Mapper.
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The view configuration in Knowledge Builder contains the following categories:

¥ Applications

¥ Graph configuration

¥ Configuration of the KB folder structure
¥ Panel

¥ Relation target search

¥ Start view (KB)

¥ Search field (KB)

-—
p ( Application  Graph-Configuration  Folder structure (KB} Panel Relation target search ~ Start view (KB)  Search field (KBD — ¢ E

FOLDER .
< o[+ [+[o] AR
‘= KNOWLEDGE GRAPH

TECHNICAL

&

- Configuration name Identifier Part of (name/label)
¥ @ Rights

¥ 37 Trigger
¥ b Registered objects
b 4* REST

Knowledge Builder knowledgeBuilder Alternative - Instance, Organizer, KB quick sez
Topic-Chooser kmultipletopicchooser

View Configuration Mapper viewCaonfigMapper

4\ View configuration
¥ Wi View configuration detection
+ 0 Object Types (JP2% &)

p
[=% Application 4 (%1l View Configuration Mapper @

» Wl Configuration element Dialog panels

» W Knowledge Builder configuration

P || Panel configuration Configuration Extended KB Context

¥ styie FaiimEET T = | View Configuration Mapper
» W Subordinate configuration
¥ o Relation types Identifier = viewConfigMapper
» O Attribute Types
£ Not used

¥ £} Entire semantic network

» £} Core properties

Community

For more information, see the OContext/using view configurationsO chapter.

1.3.1.2. View Configuration Mapper

The view configuration mapper is used to map the preconfigured views of the view configuration to
the web front-end of the browser.

The structure of the view configuration mapper is generally structured in hierarchical fashion and
contains the panels for building the layout (= content arrangement) of the web front-end. To display
the contents, a panel needs a sub-configuration, which is referred to as a OviewO (= prepared
content).

In concrete terms, the view configuration mapper contains one main window panel and any
number of dialog panels. The main window panel reflects the entire display area of the website in
the web front-end and contains the following panels, for example:

¥ Window title panel
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¥ Panel with defined view
¥ Panel with flexible view
¥ Panel with linear layout
¥ Panel with changing layout
Please note that the view configuration mapper is a single-page application; this means it is not the

visibility of panels over several pages that is controlled, but the visibility of the elements featured in
the permanent panels.

1.3.1.3. Create and update the view configuration

Create

In Knowledge Builder, there are two places where you can create a new view configuration:
1. Semantic element-oriented configuration

The first place makes sense if a view configuration is to be generated for a certain object type: On
the ODetailsO tab, you can edit the view configuration for details views and lists.

The displayed hierarchy has the sub-item OView configurationO with four additional subitems.

¥ Object # Details: This is where you can configure the details view for objects.

¥ Object # Object list: This is where you can configure the object list that shows the objects of
the selected type in Knowledge Builder.

¥ Type # Details: This is where you can configure the details view for types.

¥ Type # Obiject list: This is where you can configure the object list of subtypes of the selected
type that can be seen in Knowledge Builder.
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Instances  Subtypes E ﬁ D

Person

Overview  Details

Type View configuration : Instance : Details : Person
Definition
4 Schema definition n Og x
Instance Name Type Context Type
Tyoe Instances of Person Alternative Knowledge Builder Person
:
4 |nstance
Details
Object list
4 Type
Details
Object list
< >

You can create view configurations for this type or objects of this type on the objects type on the
ODetailsO tab.

Click on ONe to create a new view configuration. For object lists you automatically create a
new view configuration of the table type. For details, a dialog opens in which you can select the
desired view configuration element (on this subject, see the OView configuration elementsO
chapter).

By clicking on the Edit button or double-clicking on the selected view configuration, open the editor
with which you can configure the view.

On the OContextO tab of the respective configuration, the entry Ouse inO specifies in

NOTE which application the configuration is to be displayed:

Application context Oapply in" Result

Knowledge Builder The details view or the list for a type or object in Knowledge
Builder is displayed.

View configuration mapper  The details view is used for the web front-end.

If there is no entry for the application context and the view does not receive an application content
through inheritance from a higher-level element (view or panel), the view is not assigned and
therefore deactivated.
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Special case: Hierarchy + object list

A possible use case for the details view of the Knowledge Builder is to display a domain-specific
hierarchy with object details. In this case, OKnowledge Builder© must be entered for the application
context in the OKnowledge BuilderO hierarchy view, and to configure the details, the configuration
name must be entered in the hierarchy view. Assigning a different application context in this
constellation can lead to an endless cycle in the view configuration.

2. View-oriented configuration

The second position presents itself if an application is to be generated from scratch the many view
configurations are to be created at once. To this efathnical > View configuration > Object types
contains all view configuration elements that are in use in the Knowledge Graph or for which a new
view configuration can be created.

To configure a web front-end, use the panel configurafi@chnical > View configuration > View
configuration mapper For more information, see chapter 3 OView configuration mapper.O

Update

To ensure that changes to the view configuration are copied to the application, you have to update
the view configuration in Knowledge Builder by clicking on the OView configuration u@te()
button. This button is always located in the respective View configuration menu bar.

1.3.1.4. Context / Use of view configurations

The context in which a view configuration element is used is shown in the properties editor under
the OContextO menu tab.

® x \

N Instances of Subtype 1

it

4\ static Tree Node - Instance Configuration Extended Tree KB Context
4 | static Tree Node - Instance

4 W@ Tree Node Pattern - Instance
« W Instances of [Abstract Type] Subtype 1

W Tree Node Pattern - Instance apply to subtypes =0

Context

Y

apply to

apply in Knowledge Builder
Add relation

Usage

Context of =  componentDetails Group

Context
100



Technical Handbook i-views 6.0 - 1.3. View Configuration

The context area is used to define the semantic elements for which the view configuration applies,
and to define where, i.e. in which applications or in which other view configurations, it is displayed:

¥ OApply toOThe semantic element for which the view is being used must be specified here. If
the view configuration is defined by the object type, the object type is entered automatically.
Additional object types can be specified as necessary

Example:lf the view is a node category of the Net-Navigator, then the object type for which the
objects are shown can be specified under OApply t0.0

¥ OApply to subtypesCrhis is selected to show the type itself, and its subtypes, using the
application.

¥ OApply inG8pecifies the application context, i.e. which application (mostly: ViewConfiguration
Mapper or Knowledge Builder) or configuration the view is applied in.

If no application has been entered for using the view configuration, then the view configuration will
not be shown, apart from the following exceptions. View configurations are defined as a tree
structure in which the principle of inheritance applies. This is why the application does not have to
be specified separately for sub-configurations. They are shown as part of the top-level
configuration. A property configuration is shown, for example, when this is part of a layout for
which its use was specified. A view configuration is also shown when it is part of a panel which, in
turn, is defined in an application.

The following applications are available from the start:
¥ Graph editor: The configurations have an impact on the display in the graph editor. The graph

editor is used for visualizing the semantic elements and their relationships.

¥ Knowledge Builder:The view configurations are used in the actual Knowledge Builder. Along
with the detailed configurations, the object list configurations are also available here.

¥ Net-Navigator: This is used for visualizing semantic elements. In contrast to the graph editor,
which is part of the Knowledge Builder, it can be used in the Knowledge Builder and
ViewConfiguration Mapper applications.

¥ Topic chooser:lt allows relation targets to be selected in a window.
¥ ViewConfiguration Mapper:The ViewConfiguration Mapper is an intelligent front-end which

uses view configurations. It can be used to create straightforward and fast views of the data.

Moreover, it also allows any individual applications to be defined, which can be linked to the view
configuration at this point.

References

OReferencesO refers to the reuse and continued use of a view configuration within another view
configuration:

¥ Ols included in panel@dicates which higher-level panels there are in the view configuration
hierarchy
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¥ OHas sub-paneldicates which panels there are in subordinate hierarchy levels

¥ OOrderObetermines the order of the panel when the higher-level panel has a linear layout
(horizontal or vertical)

¥ OSub-configurationdRefers to a subordinate configuration that contains the view (= specific
display of the content)

¥ OActivate actions from panel@dicates that an action in this panel is influenced by the action
in another panel (for example: Display of the search result in one panel is influenced by the
search input in another panel)

¥ OShow result from action@etermines that the action by another panel causes a result to be
displayed in a defined form in this panel (for example: Net-Navigator shows the elements for
the object that was clicked in another panelOs search result field)

¥ Other relations (OTable ofO, OContext ofO, OConfiguration for meta properties of®, OAction ofQ,
etc.) show the contexts in which a view configuration is used. A view configuration can be used
in any number of view configurations.

1.3.1.5. The validity of view configurations

The chapterUsing the view configurationalready noted that the application in which and the
objects and types for which the view is displayed are decisive for view configurations. Nonetheless
it is possible that the view configuration is not displayed in the selected application. This question
is: When is a view configuration valid? And for which object or type is the view configuration valid?

Inheritance of view configurations

In relation to inheritance, view configurations respond like properties. Subtypes or objects of
subtypes inherit view configurations.

Application of the most specific view configuration

The subtypes use the super-types according to the inheritance principle as long as they donOt have
their own view configurations. The most specific view configuration is always used: This is the
configuration that is defined directly on the type. If that is not the case, it is checked whether there

is a view configuration on the super-type. If that is not the case, the next level up in the type
hierarchy is checked to determine if a view configuration has been defined. The view configuration
that is closest to the object type is then used. If no view configuration is found on the super-types,
the default configuration is used for the administrators.

What happens when there are two equivalent view configurations?

If there are two equivalent view configurations, no view configuration is displayed. If the application
or object type was not defined for one of the view configurations, this is not considered to be an
active view configuration. In this case the other view configuration is used. If you want to display
different views for different users, you can define a rule in the detector system. In this case, the
view configuration is used in accordance with the defined rule as long as the rule only has one view
configuration dependent on the user.
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1.3.2. Menus

Menu configurations contain buttons, so-callactions, which allow the user to execute a range of
functions.

The menus mainly serve two functionalities in the handling of actions. On the one hand, they can
be used to structure actions, and on the other, they can be used to specify where the menus are
deployed. The Knowledge Builder and ViewConfigMapper contain many locations where the
contents of menus are displayed, for example buttons at the head of an editor, or the context menu
for an individual property. Currently it is not yet possible to apply menus to all places where menus
are theoretically possible.

The next section describes the direct setting options for a menu, as well as the existing menu types
and how to use them.

Name Value

Label The menu type and the interface handling the display determine whether
the label is displayed.

Replaces standard’his parameter currently only affects the Knowledge Builder. Some

menu editors, e.g. for a table, display standard menus. These can be switched

off with the help of this parameter.

Menu type The menu type describes the use of the menu in the individual
components. The menu types are described further down.

Menu types:

Menu bar
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Name Value

‘} Add standardThis icon is only displayed as an entry of the context menu if standard

actions actions can be added, currently for menus of tables and search
configurations.The standard actions are applicable for the Knowledge
Builder view configuration only and comprise the actions provided as in
object list menus:

New

Show (Edit)

Display graphically

Search

Delete

Recently accessed objects
Refresh view

Show in tree

Print

€ i & © X BENE

Note

¥ If the parameterReplaces standard merig not set, the actions that are not included in the
menus are appended sequentially.

¥ If the order of the standard actions is supposed to be changed, the pararReplaces
standard menumust be set. Following that, standard actions can be added using\die
standard actionsaction. The standard actions can now be sorted in any way you wish and
mixed with your own actions.
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Icon

Knowledge Builder

ViewConfigMapper
JSON

List

Icon
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Currently it is possible to expand or define context menus for a table row
and an object editor.

Object configuration:You can use th®enu tab to create menus in any
top configuration of an element. You can also switch off the standard
menu here by setting thReplaces standard memarameter.

Table configuration:The context menu contains two sections for a table
row. The first relates to the selected element, the second relates to the
table. There are two different configuration locations for the two
sections. For the first case, the menu for an element must be linked to
any configuration, ideally a new one, which in turn is attached\piply

in to the table that is to display the context menu. In the second case, the
menu can be attached directly to the table.

This is currently not used in the ViewConfigMapper.

"label" : OMenu (context)O,
"actions" : [{...}],
"type" : "contextMenu"

B
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Knowledge Builder  This is only used in the start screen configuration. The configured actions
are displayed in a list. If labels are assigned for the menus, these are also
displayed and therefore offer a  structuring option.

=
B

Upper menu

ﬁ HomePage
@ UserGuide
Lower menu
m EmailSupport

ViewConfigMapper  This is currently not used in the ViewConfigMapper.

JSON
"label" : OMenu (List)",
"actions" : [{...}],
"type" : "listMenu"
Toolbar

Icon E.]

Knowledge Builder  The actions contained in the menus are added in sequence. Subdivision
by menus and labelling of menus are currently not considered.

ViewConfigMapper  The actions contained in the menus are added in sequence. Subdivision
by menus and labelling of menus are currently not considered.

JSON
"label" : OMenu (toolbar)O,
"actions" : [{...}],
"type" : "toolbar"

1.3.3. Actions

The actions in i-views are divided into preconfigured action types. These action types are
categorized as follows:
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¥ Universal actions (can be used in knowledge and ViewConfiguration Mapper)
¥ Actions specific to Knowledge Builder

¥ Actions specific to ViewConfiguration Mapper

¥ Internal actions (for administrative use only)

Depending on the action type and application, additional configurations are required, for example
creating additional panels for displaying the results of an action.

1.3.3.1. General

Functionalities can be specified in the view configuration using actions.

All the configured actions are displayed in the Knowledge Builder as additional buttons. The script
contained in the action is executed when the respective button is clicked.

The actions configured are generally displayed as buttons in the Knowledge Builder or in the web
frontend (by means of the ViewConfiguration Mapper). Actions can be summarized in a menu, or
be defined directly for a view configuration.

Instances Subtypes Schema

Standad actions on an instances list

The label is displayed as a tooltip in the Knowledge Builder. The selected symbol (any image file) is
scaled to the size of the button.

If no symbol is specified, no button is displayed in the Knowledge Builder. For the
web frontend, a label or an icon is needed at least.

Actions of any type can be attached at a wide range of positions. In most cases,
they are also displayed. There is no guarantee that this action can be executed in
the content in which it is currently being used. The application area for the actions
(Knowledge Builder or web frontend) is described in detail in the following
chapters.

NOTE

Setting options

Name Value

Configuration
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Name

Configuration name

Label

Script for label

Bookmark path

Action type

Script (custom)

Script (deprecated)

Script (before action)
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Value

The configuration name serves for identification and reuse of the
configuration element.

A label can be defined for the button for the action here.

A script can be used to specify the button label. This option is
only available when no label is specified.

Bookmark path can be selected or created here. The displayed
name is used as path pattern in the same time. The path pattern
is used for path pattern construction of the bookmarking
resource. For detailed information, see chapter about
bookmarking ("Bookmarks and Resource").

The type of action. The different types are explained further
down. A script overwrites the action defined by the action type.
Dependent on the action type, only certain types of script might
be available.

When switching the action type, scripts which
are not applicable anymore will be removed; is

NOTE  the script is unregistered, it will be deleted. A
dialog informs about the consequences
beforehand.

The script that is to be executed for this action. The script is
allowed to modify elements of the knowledge graph and defines
the action result.This script is available if one of the following
action types has been selected:

¥ Choose relation target

¥ Script

¥ Selection

The script that is to be executed for this action. Deprecated #
use "Script (Custom)"

This script is available only if the action type "Save" has been
selected.

Script (ActionResponse) (VCMA script specified here executes a so-calletionResponsafter

Script (after action)

Script (recall)

perform by

the action. This script must not be used for standard VCM-views.
Not available for all action types.

This script is available only if the action type "Save" has been
selected.

A view role can be selected or defined here.
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Question before execution
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Value

For web frontend only. A text can be specified here which is to
be shown to the user in a dialog box before the action is
executed. The dialog provides the option of canceling or
continuing the action (Ok/Cancel/Close).

Delete element for sure?

OK Cancel

Script for question beforeA script can be used here to determine the text for the

execution

Transaction

Display
Script (enabled)

Script (visible)

Icon

Tooltip

Script for tooltip

confirmation dialog for the actiorCaution:

¥ If a blank string is returned, the dialog does not appear.

¥ If an error occurs within the script, the dialog wonOt appear
as well.

This option is only needed for editing purposes in the web
frontend: By means of the transactiobegin , a temporary
state/element can be memorized until another action ends the
transaction using the transactionommit . Example: Creating
temporary elements in a dialog which then can be written
permanently into the Knowledg Graph by means of the acton
type " Save" and the transaction type tommit " or rejecting
the creation by means of the action typeAbort ", without a
transaction type.

A script can be used here to determine whether the button for
the action is to be activated, and should therefore be able to be
executed.

A script can be used here to determine whether the button for
the action is to be displayed (return value "true" for visibility,
"false" for invisibility).

Icon in forms of a bitmapped graphic which can be selected here
that is to be displayed on the button for the action. For the web
frontend, vector graphics can be used as well. An action needs at
least an icon or a label to be visible in the web frontend.

The content of the tooltip (= mouse-over text) for the action can
be defined here, instead of using the text of the label.

A script can be used here to determine the content of the tooltip
(= mouse-over text) for the action, instead of using the text of
the label.
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Name Value

After execution (action)

Notification Text shown in a notification that appears after the action.

Script for notification A script can be used here to determine the content of the
notification.

Notification type (VCM) As a metaproperty of the notification or the script for

notification, the notification type can be set to for different
message colors in the web frontend:
¥ "Success" (green message)
¥ "Information” (blue message)
¥ "Warning" (yellow message)
¥ "Error" (colorless message)
After execution (panels)
Show result in panel (VCM) A panel in which the result of the action is to be displayed.
Activation mode (VCM) See chapter "View Configuration Mapper" (3.2.1.2)

Script for activation (VCM) In general, an action can be (re-)used to show content in diverse
panels. The script for activation defines, if the respective panel
will be activated for showing the content after execution of the
action or not - by returning a Boolean value. If no script is used,
the panel will be activated in every cadexample: The save
action of an edit dialog is configured to initiate the creation of a
new object. Depending on the type of the recently created
object, the new object will be displayed either in sub pahelr
in sub paneB of a flexible layout panel.

Script for target model (VCM) A script can be used which context / semantic element is to be
passed on to the following view after execution of the action.

Close panel (VCM) Applicable to dialog panels only. After execution of the action,
the panel is automatically closed.

KB

Action type The action type that is only applicable when using the action
within the Knowledge Builder and not for the web frontend.

Use original position
Styles

Styles can be used in different ways to influence the appearance of the button or the behavior of
the button. See respective chapter.

Context
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Name Value

Action of Describes in which menu the action is currently used. An action
can be (re-)used in different menus.

Sort order Describes the position of the action within the superordinate
menu.

Notice Tells e. g. whether the action is used in more than one
configuration. In this case, a blue sign with an exclamation mark
appears nearby the context tab:

Configuration KB Styles ) Context

1.3.3.2. Universally applicable actions

Universally applicable actions can be used in both the Knowledge Builder and in the web frontend
using the ViewConfiguration Mapper. This includes the action types ODisplay graphicallyO, ODeleteO
and OSearchO.

1.3.3.2.1. Action type "Display graphically"

The ODisplay graphicallyO action is used in a view configuration to graphically depict object types,
relations and objects in the Net-Navigator. Here the configuration is as follows:

Configuration Styles KB @ Context

Configuration name A: ShowGraph

Label X

Display graphically i

Action type

Script [=] JavaScript e

Script (ActionResponse) Choose

D: Graph

4 Show result in panel

1]
[4

Activation mode

Script for activation Choose et

Script for target model Choose Ty

4 Show result in panel

Activation mode

Script for activation Choose

Script for target model Choose

O

close panel

For this purpose, a panel must be specified under OShow result in panelO that contains a graph
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object as its sub-configuration. The graph object in turn must contain a graph configuration for the
definition of the elements to be displayed:

‘EEE Table - Instance _._ D: Graph u Graph-Configuration - Instance

Click action Sub cenfiguration

Show result in panel Graph configuration

U A: ShowGraph . Graph - Instance

1.3.3.2.2. Action type "Delete"

This action type deletes the respective element.

(o}

| _JOFS & % 2 &
Wi Table - Instance
4N i Name Configuration = Actions Styles KB Context

\ i Name

(o}

4\ i Column - Instance u p ox x * ‘ u

[~ M: Delete e

Configuration Styles KB Context

Configuration name = .
Label = X
Action type = |Delete v
4 Path pattern = .4
Parameter assignment = Choose
Script = Choose ses
Script (before action) = Choose sae
Script (ActionResponse) = Choose see
Script (after action) = Choose see
execute in view = '
Transaction = v
¥ Question before execution = |Delete really?

For view configuration in the web frontend, the delete action deletes the respective accessed
element. For example, a delete action in a menu in the second column element of a table results
into a button shown at each row, leading to the row element being deleted when clicked onto.
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MName

Object 1 x
Ohject 1.1 b 4
Object 1.1.1 b4

In Knowledge Builder, the "Delete" action type is preconfigured for object lists:

Instances of Subtype 2 Subtypes Schema

@pn- -

Delete (Strg-L)

S . |

MName
Object 1
Object 2

Like any other configuration in Knowledge Builder, the default configuration can be replaced with a
customized configuration, containing the specified "Delete" action type.

1.3.3.2.3. Action type "Search"

This action triggers a search. This function has been integrated into the menu bar of object lists in
the KB (shortcut Ctrl + S):

Instances Subtypes Schema
o[+ ][0 FRRT IR

When used for the configuration of the web front-end, the action is assigned to an action by means
of the drop-down menu under the entry OAction type:O
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WOLK =
\i
Wi Instances of Subtype 2
4N EName Configuration Sort Table Rows KB Context
i Name
Menus  Styles
o
| FOFS & X 4 u
[ Menu - Instance
¥ show Configuration  Styles KB Context
&2 Display graphically X — A
Configuration name = |Search
&2 Search
2 Recently accessed objec Label =
& Print Script for label = Choose P
&2 Delete -
Action type = |Search V|
4 Path pattern = d
Parameter assignment = Choose
Script = Choose e
Secript (ActionResponse) = Choose e
execute in view = .

Transaction

¥ Question before execution

¥ Script for question before executioi Choose see

Tip:

¥ If a search function with string input (keyword search) is required for the web frontend, then
the search field element or the query element in the view configuration mapper can be used.
An input line and search button are preconfigured for search field view and query view as well.
For the search field view, the search result can be displayed by means of a search result view
which is influenced by the search field view.

¥ Furthermore, a "Query" view can be used which combines search input field and search result
view into one element. As long as the search input field is not required to be situated apart
from the search result, using this view is recommended.

1.3.3.3. Actions for the Knowledge Builder

These action types can only be used for configurations in the Knowledge Builder.

The KB-specific action types are only available in the OKBO tab of an action from KB
version 5.2.2 or higher. Since these action types are all used per default for object

NOTE lists and the Knowledge Builder start page nevertheless, they mainly are for
configuring menus with a reduced amount of actions or for completion of
customized actions by additionally using the standard action types.

1.3.3.3.1. Action type "Save query results"

If searches are executed in the Knowledge Builder by means of a structured query, you can save the
results by clicking the button in the menu bar:
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This action saves the query result in a folder you can choose:

Ordnername

Strukturabfrage #unnamed search (1 Treffer)

Meuen Ordner erstellen in

ORDNER

W Arbeitsordner (workingFolder) {Organize

@/ Privatordner

< >

QK Abbrechen

The saved search is an object list based on the configuration of a structured query
relating to currently existing semantic elements. If changes are made to the

NOTE relevant elements after the search result has been saved, this will have an effect
on the saved results as well: When the relevant element is deleted, it no longer
exists in the saved search result.

1.3.3.3.2. Action type "Refresh view"

In the KB, an action with the action type "Refresh view" recalculates the visible content of table
cells. This option provides a preconfigured action that is available via the OUpdateO button in the
object list menu bar (shortcut: F5).
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Instances Subtypes Schema

DERBEE x =50+

1.3.3.3.3. Action type "Print"

This action is used in the menu bar of list views. The preset configuration can be used to print out
object lists or output them in an Excel table, without having to create an export mapping.

Instances  Subtypes Schema
o1+ [5] s EROXE

The OPrintO action opens the Print dialog in Knowledge Builder.

% Instances x

Printing of 27 Elements

Print template Excel export w |I|

Printout Microsoft Excel (.xlsx File) v E
1 =21 Copies print Printing | | Cancel |

The Print action is also available in the results lists of structured queries. When configuring
individual views in Knowledge Builder, the action must be added to the respective view or
configuration element:
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WOLR =
\i
Wi Instances of Subtype 2
4N EName Configuration Sort Table Rows KB Context
i Name
Menus  Styles
o
| JOFS-S & X 4 u
[1 Menu - Instance
¥ show Configuration  Styles KB Context
\Z Display graphically X X A
Configuration name Print
W2 search
W2 Recently accessed objec Label
& Print Script for label Choose ses
2 Delete

Action type Print V|

4 Path pattern

Parameter assignment Choose

Script Choose sse

The prerequisite for being able to use the action type OPrintO is that the Printing component exists,
which can be installed retrospectively via the Admin tool if necessary.

The configuration of the printing component is available within the "TECHNICAL" part of the
Knowledge Graph. There, printing templates can be defined using document templates. For more
information, see the respective chapter "Reports and printing".

1.3.3.3.4. Action type "User guide”

The action type "User guide" provides a preconfigured action that opens the i-views web manual in
the browser.

O

Seei-views

ol 1
ol 1

ﬁ Homepage

m E-Mail support

In contrast to the OWeb-linkO action type, this is a link to a preconfigured address, like the
OHomepageO action type.
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Setting options
Name Value

URL Preconfigured weblink to the i-views manual.

1.3.3.3.5. Action type "Homepage"

This action type can be used for the start view of the KB. The home page is opened in the browser.

O

Seei-views

OO

@ User guide

( “ Homepage )

m E-Mail support

Setting options

Name Value

URL Link to a website

1.3.3.3.6. Action type "Show in tree"

The Show in tree action can be used to display the location of an element from the Knowledge
Graph. Executing this action has the effect that the location of an element (e.g. an entry in a list
view) appears at the corresponding point in the structure tree of the organizer (left column of the
KB) and opens in the details view of the element.
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Instances Subtypes Schema
DERBEE <504

1.3.3.3.7. Action type "E-Mail support"

This action type can be used for the start view of the KB. The actions contained open a dialog in
which you can send an email to the configured address.

O

Seei-views

o]0

@ User guide
ﬁ‘ Homepage

@ E-Mail su@

Setting options

Name Value

URL Email link

1.3.3.3.8. Action type "Web link"

The OWeb linkO action type can be used for the start view of the KB. It differs from the OHomepageO,
OE-Mail supportO or OUser guideO action type in that way that you can assign any web address as the
hyperlink.

In later KB versions (KB 5.2.2) the OWeb linkO action type is only available on the

NOTE . . . .
© OKBO tab - see following picture.
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Action .
Action - Instance Q

Configuration Styles KB Context

Use original position E O

Action type = | Web link ~ ‘ E

Setting options

URL Address of the web link.

If the URL attribute is not displayed, it can be added by editing the action in an
unconfigured editor view.

NOTE

Action -,‘l.
Action - Instance
Configuration name = e
— Open gured graph editor
» Label = | = Showintree
Script for label = | choose | s
{action type = | Web link v|  Reengineer >
4 Path pattern = SR
Schema
Parameter assignment Action
Seript Action - Instance Gc
Seript (ActionResponse) ~ ’
- Attributes
execute in view »
B () = [ntpsviews o i
Add attribute
Relations b
b Action of = Lower menu
Extensions
Extension = Weblink “|[=

1.3.3.3.9. Action type "Recently accessed objects"

Shows the objects (semantic elements) that were last used in the respective table. Objects might be
filtered depending on the definition of the table.
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Instances Subtypes Schema

In Knowledge Builder, this action is preconfigured for list views and can be called up using the key
combination Ctrl+R.

1.3.3.3.10. Action type "New"

The new action creates new types or new objects in the Knowledge Graph. The new action is, for
example, used in the menu bar of object lists in the Knowledge Builder.

Instances Subtypes Schema

o|#|»|o]| 2 EECLEE

For the web frontend, a script must be used instead of the action type "New". For
more information, see the chapter OJavaScript-APIO.

NOTE

1.3.3.4. Actions for the viewconfiguration mapper

The actions for the ViewConfiguration Mapper can only be used for the web front-end and are split
into different action types.

1.3.3.4.1. Action type "Cancel"

The action type "Cancel" is used in the web frontend to cancel a started transaction.

Example:A menu action with the option "transaction: begin" is configured to create a temporary
object for displaying it in a dialog. A subsequent action with the option "transaction: commit"
(mostly in combination with the action type "Save") completes the transaction and persists the
object, whereas an action of the action type "Cancel" cancels the transaction and rejects the
temporarily created object.

1.3.3.4.2. Action type "Show"

This action initiates a re-calculation of a suitable view for the semantic object that is the target of
the action. You typically use this action if you want to change the view. The result of the action is
the new view.
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You can use OShow result in panelO to determine in which panel the view is to be displayed.

Configuration Styles KB Context

— ~

Configuration name A: ShowlnDialog

Show details

Label

Action type Show v‘

4 Path pattern

|
Y

Chane-

Daramotor accinnment

After execution (panels)

4 Show result in panel D: Detail

!
[<]

Activation mode

Show (active flag and content)

Script for activation
Update (without flag, content only)

n

int for taroet [
SC-'L,CI. Jfor targel modet Lazy [Iazy ﬂag_. no con‘ten‘t)

4 Show result in panel

Activation mode

Script for activation = Choose

Script for target model — Choose

close panel =[O v
The OActivation modeO determines the update behavior of the view:
Activation mode Description
Default The target panel is activated (= made visible) after the action

execution, regardless of whether it was activated before the
action or not. If the target panel is connected to other panels
with an "influences" relation, those panels will be activated as
well and provided with new content. The action result will be the
new model of the target panel and its influenced panels. This
mode is useful e.g. for showing a dialog panel.lf there is no
configured activation mode, this mode will be used as default.

122



Technical Handbook i-views 6.0 - 1.3. View Configuration

Activation mode Description

Refresh view only The target panel is only refreshed, if it was already visible before
the action execution. Furthermore, no additional panels will be
activated through "influences" relations. The action result has no
influence on the panel®s content: the same model will be shown,
but the view may change due to side effects of the action (e.g.
because a query now yields more results or a shown object
received new properties).

Refresh model and view The target panel is only refreshed, if it was already visible before
the action execution. Furthermore, no additional panels will be
activated through "influences" relations. The action result
becomes the new model of the target panel and replaces the
previous model.

1.3.3.4.3. Action type "Selection"

This action corresponds to the ODisplayO action, with the only difference being that the action is
executed on the parameter OselectionElement,O i.e. on a selected element.

NOTE This effect also applies to any script that might be available.

The OSelectionO action is used only (but not necessarily) in order to call up a display from another
panel when clicking on a table entry or list entry in a search result. This is often used to display
detailed information on a semantic element.

Example

s
.l!:
Configuration Sort Table Rows KB Context
- Configuration Styles KB @ Context
- Configuration name = | A ShowGraph ad
= A: ShowGraph -
= | Choose _
= Choose. soe
=0 — -
= |Selection VI
- = e
=0 -
. E Choose
s Choose
=0

D: Graph

Choose.

Choose

close pane
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Keep in mind that the respective OSelectionO action specifies the panel that this action is supposed
to affect. This is specified under OShow result in panel.O

1.3.3.4.4. Action type "NN-Expand"

NN-Expand is an action type that makes it possible to expand a graph node in the Net-Navigator.
This means that you can see all the nodes that are connected to this node via a relation and that are
permitted by the graph configuration. The affected relations between the nodes are also displayed.
Nodes that are already displayed in the Net-Navigator only display the relevant relations in addition.

Display with a plus sign as shown in the image below is the default setting. If you click on the plus
button and it involves too many relations, a dialog window appears, and that dialog window has
also been configured already. In this dialog you can choose which nodes should be displayed.

€) Object 1.1

In the graph configuration this action is attached to all node categories that are supposed to be
equipped with it. A menu that can contain all NN actions is created on the ONodeO tab. In the action
itself, it is only necessary to select the ONN-ExpandO action type, all other specifications are
optional. Further action types are available from the neighboring OEO button.
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WORXE$ -

-] Graph-Configuration - Instance
» W Instances of Subtype 1
» W Instances of Subtype 2

Configuration Category MNodes Context

» Wl Instances of Subtype 3 LEmie S
o]
| FOFS> & X 2 U
[l nnMenu
& nn-Expand Configuration Styles KB Context
¥ nn-Hide i — -
. Configuration name = | nn-Expand
¥ nn-Pin
Label =
Script for label = Choose e
Action type = | NN-Expand ~
4 Path pattern = A
Parameter assignment = Choose
Script = Choose e
Script (ActionResponse) = Choose Cr

execute in view = .

Transaction

1.3.3.4.5. Action type "NN-Hide"

With the configuration of this action type, a menu button is provided in the graph nodes that hides
the selected graph nodes and its displayed relations one time (see crossed-out eye in the image).
The node can, for example, be displayed again when another connected node is expanded.

€) Object 1.1

The NN-Hide action is configured like the NN-Expand action, but ONN-HideO is chosen as the action
type instead of ONN-ExpandO. In order to configure more than one action type on a node, multiple
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actions must be created for a menu.

-Doﬁxtl .

[ ] Graph-Configuration - Instance
» W Instances of Subtype 1
» W Instances of Subtype 2

Configuration Category MNodes Context

» W Instances of Subtype 3 s S§ie
| JOFYS & X 2 u
[ nnMenu
& nn-Expand Configuration Styles KB Context
: ::i:i:e Configuration name = | nn-Hide =
Label =
Script for label = Choose ese
Action type = | NN-Hide v
4 Path pattern = d
Parameter assignment = Choose
Script = Choose ese
Seript (ActionResponse) = Choose eee

execute in view = -

Transaction

]
<

1.3.3.4.6. Action type "NN-Pin"

The NN-Pin action is used to configure a menu button that allows a node to be pinned down in the
Net-Navigator. When the graph is automatically restructured, for example when expanding another
node, the node that was pinned down remains in its position. Despite this, the node can be
repositioned manually and the pin is released when the graph is reloaded. Clicking on the pin again
also releases it again. The OpinnedO status is displayed by a change in the graphic (the pin points
downwards instead of lying at an angle).
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€) Object 1.1

The configuration of the action type is performed as described in the ONN-Expand actionO.

-DOSX‘I" .

-] Graph-Configuration - Instance
» Wl Instances of Subtype 1
» W Instances of Subtype 2

Configuration Category MNodes Context

» W Instances of Subtype 3 LEmis  Sgie
o]
| FOFS2 & & 2 (%)
[ nnMenu
& nn-Expand Configuration  Styles KB Context
2 nn-Hide - N
. Configuration name = | nn-Pin
%2 nn-Pin
Label =
Script for label = Choose o
Action type = | NN-Pin v
4 Pgth pattern = d
Parameter assignment = Choose
Seript = Choose s
Seript (ActionResponse) = Choose *ed

execute in view = -

Transaction

m
<

1.3.3.4.7. Action type "Save"

The Save action stores the form data from the web front-end in the Knowledge Graph. The web
front-end automatically recognizes the action type and sends it to the configured view. If no view
has been defined as the recipient of the action, the web front-end tries to find a suitable view in a
neighboring panel.
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To do this, the action type OSaveO is assigned to the action in a menu:

Configuration  Actions Styles KB Context
| 7JOFSS & X 2 u

A: DeleteElementOfDialog

A:SaveElement Configuration Styles KB Context

Configuration name = | A:SaveElement .

» Label = |Save
Action type = |Save ~ |

4 Path pattern = .ﬁ

Parameter assignment = Choose

Script = Choose e
Script (before action) = Choose e
Script (ActionResponse) = Choose o
Script (after action) = Choose e
execute (n view = -
Transaction = | commit ~

» Question before execution

The Save action can be used, for example, to replace the individual Save buttons in several edit
fields in a dialog with a customized Save button.

If you want to to use the save-action to do more than just to save (e.g. add another
object to the object you just edited), you have to use "Script (after action)" instead
of "Script". The reason is that otherwise the save action would be overwritten by
the script action.

NOTE

1.3.3.4.8. Action type "Print"

Like in the Knowledge Builder, the Print action is used for generating documents based on the
shown model. The difference is that no configuration dialog is shown to the user. The necessary
settings therefore need to be configured at the action configuration. Prerequisite for using the Print
action is the availability of the printing component, which can be installed using the admin tool.

Depending on which kind of view is used to execute the print action, the behavior is slightly
different:

¥ Table print: If the action is performed by a table or search view, a table print based on the
columns and content of the respective table is executed. If the print action is not connected to
a print template, a new .xlsx document is generated, otherwise the table content is embedded
in the provided template file. In both cases the filtering and sorting of the table is respected,
but all elements are printed regardless the configured pagination of the table.
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¥ Element print: If the action is performed by any other view, the element which is the model of
the respective view is used as the basis for the generated document. In this case the
configuration of a print template is mandatory. This mode is also used for print actions that are
configured in table rows. In that case they refer to the respective rowOs element.

For a print action, the desired file name and target format can be configured. A configured target
format requires a suitable converter configuration from the templateOs source format to the target
format. For more information regarding the configuration of print templates and converters, refer
to the chapter on "Reports and printing".

1.3.3.5. Internal actions

The use of internal actions requires expert knowledge. If in doubt, please contact i-views support:
support@i-views.com

The actions listed here are only included for reasons of completeness. This includes actions such as:

¥ Sort action
¥ Jump action
¥ Create target action

¥ Script action: If there is a script on an action, it causes it to be executed automatically, and
therefore overwrites the integrated function of the respective action type.

1.3.3.6. Scripts of actions

1.3.3.6.1. Script (custom)

This script is executed when the action is triggered. The script may modify elements of the
knowledge graph and compute the result of the action which is usually the model to be visualized in
the defined target panel(s).

The script may also read and modify session variables or view state.

function customAction (action , actionResult ) {

}
Arguments
action $k.Action - The object representing this action.
actionResult $k.ActionResult - The result of the action.

Parameters of the action can be accessed by the corresponding functions of the action object (see
JavaScript documentation).

The view ($k.View or sub-classes) executing the action can be accessed in the script as "this" object.
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1.3.3.6.2. Script (actionResponse)

The purpose of this script is to provide a custom response to customized fronted-implementations.
For standard ViewConfigMapper this script must not be used.

This script is executed after the action has been executed. Its main task is to prepare the result of
the action for the ViewConfigMapper (or other front-ends). The script must return an object of the
type $k.ActionResponse.

function actionResponse (element , context , resultModel ) {
E var actionResponse = new $k. ActionResponse ();
E actionResponse . setData (resultModel );
E  actionResponse . setFollowup (" new");
E actionResponse . setNotification ("done", "warn");
E return  actionResponse ;
}
Arguments
Argument Value
element The semantic element in the context of which the action is
executed
context (deprecated) More predefined variables that describe the context of the
action in more detail
resultModel The result model of the action result.
ActionResponse

TheActionResponsean be supplemented with values feollowup / DataandNotification. These
values can be evaluated by other applications such as the ViewConfigMapper.

In the Knowledge Builder, the following valuesFotlowupare possible in tables:

refresh Renders the current table again without recomputing the list
update Recalculates the table
show-element Selects the element idata in the table. Alternatively, the OdataO

element can handle an object by means of {'element"
actionResult, "viewMode": "edit} in order to open the result in a
new Detail editor.

Followup is not evaluated in detail editors.
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1.3.3.6.3. Script (actionVisible)

function actionVisible (element , context ) {
E return true ;

}
The return value is used to decide whether the button is displayed or not.

In the case of actions on the elements, the following function is called up in tables, which transfer
an array of elements and expect an array of Boolean values. This can be used to compute the
visibility for the elements more efficiently in one go.

function actionsEnabled (elements , contexts ) {

E return elements . map( function (element , index ) {

E return  actionVisible (element , contexts [index ]);
E N

}

1.3.3.6.4. Script (actionEnabled)

function actionEnabled (element , context ) {
E retun true ;

}
The return value is used to decide whether the button is active.

In the case of actions on the elements, the following function is called in tables, which transfer an
array of elements and expect an array of Boolean values:

function actionsVisible (elements , contexts ) {

E return elements . map( function (element , index ) {

E return  actionVisible (element , contexts [index ]);
E W

}

1.3.3.6.5. Script with Ul specific actions

The script that implements the action can access Ul-specific functions in the Knowledge Builder
usingcontext.ui.

Ul functions should not be executes within transactions when possible, as the display is not
updated within the transaction.
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context .ui.alert (message, windowTitle )

Shows a message.

context . ui . requestString (message, windowTitle )

The user can enter a string.

context . ui.confirm (message, windowTitle )

Opens a cancel dialog.

context . ui.choose (objects , message, windowTitle , stringFunction )

Have an object selected from a set.

context . ui . openEditor (element )

Open the default editor for the object.

context . ui . notificationDialog ( notificationFunction , parameters
windowTitle )

A wait dialog or notification dialog is opened. Depending on how it is configured, it can be canceled.

Possible parameters:

Parameter Description Default value
autoExpand The dialog display area is opened initially. true
canCancel The dialog can be canceled. true
stayOpen The dialog remains open after the end of theie
function.
Example:
ui . notificationDialog (

E functon () {
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E ui . raiseNotification ("start ");

E for (var i =0; i < 10; i ++)

E ui . raiseNotification ("™ 0+ TET A+ =+ (HF));
E ui . raiseNotification ("end");

E return  undefined

E )

E { "canCancel " : false },

E " Awaitdialog

)

Messages can be output in the display area using the follorgilsgNotification function.

$k. Ul. raiseNotification (message)

This message is only captured by tisificationDialog function, and the message is only output in
the display area there.

1.3.3.7. Action sequences

Often we might want to summarize the changes that the user makes to the Knowledge Graph and
that are split into several sequential actions.

Example:In one action, a new product is created, and in the next action the properties of the
product are described. Aborting the second action would create a product without a description in
the Knowledge Graph.

What is required is an OAIl or nothingO behavior to ensure that either all actions that belong
together are executed or that none of them are. You also want to ensure that other users can only
see the change to the Knowledge Graph once it has been completed. You can achieve such behavior
by encapsulating the actions in a O TransactionO.

In order to summarize a sequence of actions in a transaction, you mark the first action with
OTransaction - beginO and the final action with O Transaction - commitO.

Caution: The transaction is started only if the first action actually modifies the Knowledge Graph.
When creating new objects in a sequence of actions you also have to ensure that the order of newly
created objects is deterministic, SO whenever an action script is repeated the creation order is the
same as before. If the set of created objects varies dependent on the actual situation, make sure to
sort the originating set in a deterministic way before creating the objects (e.g. by idString()).

The transaction commit can also be brought about dynamically via the OsetTransactionCommit()O
script function.

If the transaction is to be canceled, you can achieve this by means of an action of the OCancelO type.
Canceling means that all previous changes to the Knowledge Graph conducted within the
transaction are undone. The OsetFailed()O script function can be used to dynamically initiate a

133



Technical Handbook i-views 6.0 - 1.3. View Configuration

cancellation.

As a transaction is always coupled to the duration of a session, a transaction is canceled
automatically when the session ends in which the transaction was started. If, for example, you open
a dialog at the start of the transaction and the dialog is closed before the transaction was
completed, the transaction is canceled automatically. This does not apply to dialogs that are opened
while a transaction is already running, because this creates a new session on the session stack.
Dialog sequences (one dialog is closed and another dialog is opened immediately) do not interrupt
the transaction either.

1.3.4. View configuration elements

A view configuration describes how objects or types are to be shown. The different element types
that are available in the view configuration are described in the following.

The individual view configuration elements can, in part, be plugged together in any way. The
configurations can also be used multiple times as a sub-configuration.

List of the different detail configuration types

Configuration type Top-level Can include the following sub-
configuration configuration

Alternative X any

Property

Properties X property

Layout X any

Hierarchy X any

Script-generated content X

Static text

Search Table

Setting options that all detail configuration types have in common

Name Value

Configuration name This is not used in the user interface. The user who creates a
configuration has the option of assigning a name that is
comprehensible for the user in order to be able to find this
configuration more easily later on, and to be able to use it again
in other configurations.
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Name Value

Script for window title Only for use in the Knowledge Builder. If an object is, for
example, opened by double-clicking in the object list, a window
with the properties of this object opens. The title of this window

can be determined using a script.
8 Grimmmses) - o x
Personal information Professions
Personal information Professions
Name = |Person A b is employee of Company A

e-mail user1@iv.com Object A

AT Object

Object C

Add relation

The setting options for the individual configuration types are described in the

NOTE . . . . .
following sections. The obligatory parameters are printed in bold.

1.3.4.1. Alternative

An alternative is used to configure many different alternative views on an object. You can use tabs
to switch between the views in the application.

Setting options

Name Value

Configuration name The configuration name is used for identification and reuse of
the configuration.

Label A label is only used if this configuration is embedded in another
configuration, e.g. an additionalternative.

Script for label The Script for label is used for dynamic computing of the label.
This script is only available, if no entry exists for "Label"

Default alternative The sub-view that is supposed to be selected initially can be
specified here.

Script for default alternative

Restore last selectedf enabled, the lastly selected tab keeps selected, even if a
alternative change of view occurred.
Script for visibility This script is used to compute dynamically, if the view needs to

be visible or not.
Display in an application

If the views are exported into JSON, the individual sub-views are attached atteheatives KEY in
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an ARRAY.

Details X

Tab 1 Tab 2

Example of an alternative in an application: You can use the tabs to switch between the views OTab
10 and OTab 20.

Display in Knowledge Builder

In Knowledge Builder, the various configured views of an object that are linked to the alternative

are made available to users by means of tabs
Personal information Professions

Example of an alternative in Knowledge Builder: You can use the tabs to move between the view
ODetailsO and the view OKnowledge and SkillsO

Configuration of tabs

If a view configuration of the OAlternativeO type has been created, you can use the button OCreate
new objects of object configurationsO to add a new tab.

™1 Alternative: Instances of Person

WO .2 %

1™ Instances of Person

» U Details Configuration Menus Styles KB Context

» I Knowledge and Skills _ -
Configuration name -
Label
Script for label = Choose

It usually makes sense to use the view configuration type OLayoutO as the tab as any number of view
configurations can be placed therein. The label of the view configuration is also the label of the tab.
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1.3.4.2. Layout

A layout can be used to summarize different sub-configurations in one view. The subelements are
then shown in order.

Setting options

Name Value

Configuration name The configuration name is used for identification and reuse of
the configuration.

Label A label is only used if this configuration is embedded in another
configuration, e.gAlternative.

Orientation Defines whether subviews are stacked horizontally or vertically.
The default behavior is horizontal orientation.

Script for visibility A script that determines whether the layout is displayed or not.

Display in an application

Display in Knowledge Builder

A frame is drawn around a layout in the Knowledge Builder. This frame then shows the views of the
sub-configurations.
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